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09:30-10:00 Welcome & Analyst View
Alan Goode, CEO & Chief Analyst, Goode Intelligence.
10:00-11:00 Digital Onboarding & Identity Verification - Keynote
Presentation and Fireside Chat with Jonathan Andresen.
11:00-11:30 Morning break
11:30-12:30 Digital Identity
A discussion on the latest developments in UK and EU Digital Identity
initiatives and what business needs from a portable verified digital identity.
Moderated by Alan Goode, with panellists Dr Chris Allgrove, Jonathan
Andresen, Jonas Ingelstrom, Dan Johnson and Hannah Rutter.
12:30-13:30 Lunch
13:30-15:00 Balancing security and privacy for authentication in a
volatile world with Keynote from Orlando Martinez followed by a panel
with David Rennie and Allister Fraser, moderated by Chris Burt.
15:00-15:30 Afternoon Break
15:30-17:00 Managing Digital Fraud
Panel moderated by Clare Messenger with panellists Dianne Doodnath,
Fraser King and Scott Taylor.
17:00-18:00 Networking Reception
18:00 Close
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WELCOME
The matter of trust in a digital world
Welcome to Digital Trust World 2022! Trust is at the
heart of fruitful relationships – both personal and
professional – for both the physical and digital worlds. In
the physical world, trust is created through security,
effective process and reputation. In the digital world we
need to match the levels of trust that thousands of years
of human civilisation has created to maintain a safe and
prosperous society. Digital transformation is accelerating
at an incredible rate across the globe. How we recreate
the trust of the physical world, and even improve on it, is
one of the fundamental questions of our time.
This conference is the first one dedicated to digital trust
and we'll be taking you on the journey of a typical
consumer or citizen, from digital onboarding through to
digital identity creation and management. Then following
them in their digital journey when they authenticate
whilst protecting their privacy and managing financial
and identity fraud.
A special thanks to our sponsors, partners and speakers
who have made this event possible. I hope you enjoy the
conversations and discussions today.

Alan

Our thanks to all our Sponsors and
Partners for DIGITAL TRUST WORLD 2022
Anonybit is an award-winning, patented decentralized infrastructure that prevents data breaches and protects
personal data and digital assets. Its platform is used by embedded partners and enterprises to deliver privacy-bydesign solutions to the market. Anonybit supports all data types including images, biometric, biographic, financial,
crypto assets, private keys and more and integrates into existing workflows across the identity management
lifecycle. The company’s two main products, circle of identity passwordless authentication and the decentralized
data vault, are deployed across a range of industries that are concerned with data protection and secure access.
For more information, visit anonybit.io

Incode Technologies is a leading biometric identity company that is reinventing the way humans verify their
identities and interact with the world’s most substantial institutions. Incode is an end-to-end, fully automated
omnichannel identity platform that enables seamless interactions across multiple channels with products focused on
onboarding, authentication and payment verification that help increase conversion, reduce fraud and maintain user
data privacy. With its mission of one identity everywhere, and deep focus on financial and fintech enterprises,
among other verticals, the company is growing exponentially. Incode is based in San Francisco with a global
presence in the Americas, Europe and expanding in Asia-Pacific.

JT is a government-owned full-service global connectivity and business enterprise provider offering the full range of
communications services and solutions required to connect people together and deliver excellence in customer
experience.
Headquartered in the British Channel Islands, JT employs over 500 people across the world and has a thriving
international business providing services such as SIM swap prevention, mobile number portability, enterprise
messaging and sponsored roaming. JT has a history of developing innovative products, its IoT division, created in
2014 was sold for a record sum in 2021 and the company continues to invest in other emerging technology products
and services, such as Fraud Protection.
In 2018 JT became the first telecoms provider globally to complete a socially-inclusive project to connect fibre-optic
broadband directly to the homes and businesses of every customer in Jersey, pushing the island to the top of worldwide internet charts for broadband speeds in 2021.
JT’s Sustainability Strategy sets out clear targets to reduce its impact on the planet, whilst promoting key social
priorities that bring communities together.
For more information on JT International, please visit www.jtglobal.com/International

Svipe is a pioneer in the cryptographic identification verification space, engineering the next generation of digital
identities. They provide a state-of-the-art identity platform built on global standards like ICAO, NFC, PKI and OIDC.
The Svipe ID not only provides for KYC compliance but can also be used repetitively for strong authentication and
re-verification.
KnowingMe is a new identity scheme built on the Svipe platform targeting the UK’s financial services, real estate,
and higher education verticals. By providing a unified identification solution KnowingMe reduces the friction
associated with digital onboarding and enables Enterprises to confidently know their customer across multiple
solutions.

Cifas is the UK's fraud prevention community, where hundreds of organisations from all sectors share information to
fight fraud.
We have combined our vast pool of data and intelligence with world-class metaverse technology to produce truly
unique digital learning, Apollo.
Apollo is a living learning environment that provides universal fraud training and specialist intelligence for the whole
organisation. It will transform your staff into the first line of defence against fraud and financial crime, and protect
your people, your customers and your business.

BiometricUpdate.com is the leading news property that publishes shareable breaking news, analysis, and research
about the global biometrics market.

FRAUD
MANAGEMENT
Clare Messenger
Head of Fraud Protection
Services, JT International

The adoption of a digital-first approach, that
has been accelerated during the pandemic,
has led to consumers becoming increasingly
accustomed to communicating with
businesses and organisations online. While
this has created more opportunities to
engage with customers, provided us all with
greater convenience, and ensured that life
continues through times of crisis, it has also
created vast opportunity for criminals.
The volume and variety of online fraud
predicated by this digital-first approach
continues to accelerate at an alarming rate.
From identity fraud, SIM Swap/account
takeover and smishing, to Authorised Push
Payment fraud, pension and investment, and
romance frauds, the list goes on.
As our digital footprints have become deeper
and more complex, the skill and ingenuity of
fraudsters has advanced. Rather than lone
wolves gifted with extraordinary skills as it is
all too often portrayed, digital fraud has
become the domain of organised crime. Well
prepared teams of fraudsters can be
articulate, financially knowledgeable and
armed with credible resources. Organised
crime groups have brought with them ever
more elaborate ways to defraud their victims,
including the alarming threat of insiders being

"In the UK SIM swap fraud
increased by 400% in the five
years between 2015 - 2020,
with losses of £10m"
recruited, and the use of bribery of
vulnerable targets to aid in criminality.
All of this now means that any one of
us can become a victim, no matter
how technically or financially savvy we
may be. This was illustrated in 2019
as fraudsters took control of former
Twitter CEO Jack Dorsey’s phone
number through a SIM Swap scam.
Despite this well documented example
of a high profile individual being
duped, many people still don’t know
just how prevalent SIM swap fraud
has become. In the UK SIM swap
fraud increased by 400% in the five
years between 2015 - 2020, with
losses of £10m.
Half of the world’s total population
own a smartphone, and two billion of
these individuals are using mobile
banking. Approximately 87% of all
banking customers today use mobile

devices as their primary method of
accessing services, providing greater
opportunity for cybercriminals.
Although online fraud and scams are
seen as lower risk alternatives to
traditional crime by fraudsters, with the
threat of a global recession looming a
sharp increase in fraud is expected as
more join the fraudsters’ ranks to earn
some money.
The data processors and controllers of
our personal information need to double
down to address one of the most pressing
issues of our times. We know that
security and control tools are among the
top features users say they want in
mobile banking apps, signifying that
businesses need to find a way to protect
their customers against SIM abuse while
still providing the best digital customer
experience.

SPEAKERS

Dr Chris Allgrove, Independent Advisor, Ingenium Biometric Laboratories
Chris has been working in digital identity and biometrics for 25 years, having initially received his PhD in electronics, specialising in the
application of biometrics, from the University of Kent where he was a researcher in the computer vision research group. Chris worked for the
Home Office as a biometrics expert on the identity card programme, before moving to the National Cyber Security Centre, where he led the
identity assurance team, providing consultancy and advice on the security of identity technology to the UK Government. Chris is presently
an expert independent advisor to a range of UK and international clients on the use of biometrics in digital identity, as well as more widely
around identity authentication. Chris is also a biometrics advisor to the ID4D programme at the World Bank.

Jonathan Andresen, Senior Director, Marketing and Products, Incode
Jonathan Andresen is Senior Director, Marketing and Products at Incode. Mr. Andresen joined Incode from Forcepoint in January 2022 and
has been working in the enterprise IT and telecommunications sector since 1996, relocating to Asia in 2003. Prior to joining Incode, Mr.
Andresen held various product, marketing, and strategy management positions in Asia-Pacific and North America at Bitglass, McAfee,
MobileIron, Blue Coat Systems (now Symantec) and Nortel Networks. Mr. Andresen’s career includes earlier positions with Teleglobe,
MetroPhotonics and Canada’s Department of Foreign Affairs. Mr. Andresen holds a Master's Degree in International Management from
Canada’s Carleton University and an undergraduate degree from Queen’s University.

Chris Burt, Managing Editor, Biometric Update
Chris Burt is the managing editor of Biometric Update. He has also written nonfiction about web hosting, dramatic arts, sports culture, and
fantasy basketball, as well as fiction about a doomed astronaut. He lives in Toronto.

Dianne Doodnath, Principal, Remote Payment Channels, UK Finance
Dianne is a Remote Payment Channels fraud threat lead at UK Finance, working closely with financial institutions, key stakeholders and
other sectors to close vulnerabilities beyond the perimeter of the banks. Having worked in fraud prevention for over 17yrs Dianne now
primarily engages with companies outside the FI sector to encourage and foster collaborative initiative to protect mutual customers. Prior to
joining UK Finance, Dianne worked in the gambling sector mitigating economic crime and meeting regulatory reporting requirements.

Allister Fraser, New Business Development, Digital Identity, EE
After 16 years’ experience working in the telecoms sector with a specific focus on digital identity since 2016, Allister is perfectly placed to
share insight on the valuable attributes and indicators held by mobile operators. The attributes have numerous applications and are already
being used to protect consumers from identity theft, cyber-crime and deliver enhanced customer experiences.

Alan Goode, CEO, Chief Analyst and Founder of Goode Intelligence
Alan Goode is the CEO, Chief Analyst and Founder of Goode Intelligence, a world-leading identity and biometrics research and consulting
organisation founded in 2007 and based in London. With 18 years of research and analysis experience and prior to that, 17 years of senior
management and technology consultancy including strategy and deployment, Alan is an expert in biometrics, authentication/identity, fraud
management and cyber security. His previous roles include Head of Information Security at T-Mobile UK, Security Practice Manager at Atos
Origin, Head of Digital Security at De La Rue Identity Systems (including biometric passports) and Security Analyst for Citibank (Payments).

Jonas Ingelström, Co-founder and CEO, Svipe
Jonas Ingelström is an industry veteran with extensive knowledge that ranges from implementation of national digital identity schemes to the
legal complexities of qualified electronic signatures. As CEO of Zignsec he took the company public with an IPO on Nasdaq First North in
2019. Now, he is co-founder and CEO of identity provider Svipe pioneering cryptographic identification in the verification and authentication
space.

Dan Johnson, Vice President, Identity Products Cyber and Intelligence Solutions, Mastercard
Dan Johnson is vice president, Identity Products for Mastercard based in London. He is a key leader in Mastercard’s initiative to create an
effective, efficient and principled model of digital identity in an increasingly connected world. His team is helping to define how a person’s
identity, and the entities operating on their behalf, can be verified immediately, safely and securely, across multiple touchpoints in both the
digital and physical worlds. Prior to joining Mastercard, Mr. Johnson was head of digital identity at HSBC Digital Solutions, where he worked
with the UK government and a public/private consortium to define a multi-sector, multi-jurisdiction digital identity ecosystem designed to
streamline cross-border bank account opening. He has also held senior IT and project management roles at Credit Suisse, Barclays Capital
and the General Medical Council. Mr. Johnson’s career spans more than 20 years, predominantly in financial services, but also within the
commercial and public sectors. Originally a COBOL programmer and software tester, he has designed and delivered global customer data
management, account opening and financial product management systems. Mr. Johnson holds a BSc Hons in Information Systems with
German from Staffordshire University.

SPEAKERS

Fraser King, Head of Commercial Strategy & Global Business Development for Vodafone Identity Hub, Vodafone Carrier Services
Fraser is a founding member of Vodafone’s Big Data and Advanced Analytics business unit and now heads up commercial strategy &
business development for Vodafone’s Mobile Identity portfolio globally. Fraser has a 20 year career in Telecoms spanning Product
Development, Market Development and Solution Engineering. Fraser thrives on creating solutions and businesses that realise the profound
possibilities technology creates to improve human life.

Orlando Martinez, Vice President Of Business Development, Anonybit
Orlando is a 20+ year veteran of the biometrics and identity management market and has worked in leadership and customer facing roles
with many small to medium sized companies that have created biometric-based solutions. Those solutions have ranged from public sector
programs including inmate/detainee identification systems, civil identification systems, government access control systems (physical and
logical), to private sector programs including biometric payment cards and systems, aviation security systems, and mobile device identity
applications.

Clare Messenger, Head of Fraud Protection Services, JT International
A senior business development executive with a background of spearheading launch projects and developing new revenue streams.
Expertise in strategic partnership management with a strong commercial acumen and a proven track record in implementing result driven
strategies. Currently heading up an international business providing data solutions to businesses which protect consumers against identity
theft and account take-over.

David Rennie, Director of Market Strategy for Digital Identity, IDEMIA
David Rennie joined IDEMIA as Director of Market Strategy for Digital Identity in 2018 having previously worked for the UK Cabinet Office
on the development and implementation of federated identity assurance from 2007, leading industry engagement for the Government Digital
Service’s Identity Assurance Programme and the setting up of the Open Identity Exchange in the UK. Previously a payments consultant in
the financial services sector, David became involved in digital identity through the Home Office’s Identity Card Programme in 2005 and
worked for James Crosby’s Public Private Forum on Identity Management in 2007/8.

Hannah Rutter, Deputy Director, Digital Identity, DCMS
Hannah is an experienced civil servant with a track-record of using innovative approaches and new technology to improve public services.
Her time in the Cabinet Office’s Government Innovation Group saw her driving new policy-making tools across Whitehall and establishing
the world-leading UK Policy Lab. In DCMS she has led on various digital and data projects, bringing together citizen, economic and
government needs. Since joining the Digital Identity Team in 2019, Hannah has become obsessed with the possibilities for digital identity for
the whole UK economy and is excited to be part of driving it forward.

Scott Taylor, Fraud Protection & Compliance Domain, Consultant, EMEA, FICO
Scott joined FICO in 2018 as Fraud Protection and Compliance Consultant for EMEA and brings with him over 34 years of Financial
Services experience, from working at Royal Bank of Scotland (RBS). At RBS, Scott was the Head of Investigations & Support, Fraud &
Chargeback Operations where he led over 400 staff across four Operational Centres in the UK & Ireland. He also provided management
support for the RBS Fraud & Chargeback Centres India, in Delhi & Chennai. His teams managed all core RBS brands, Investigating &
Preventing Fraud while providing a comprehensive service to customers who have been a victim of Fraud or those who have a disputed
transaction with Retailers / Merchants. His Law Enforcement Operations responsibility provided Scott with an opportunity to directly support
all the UK & Irelands Police forces where his teams provided critical information to fight Crime & International terrorism.

Frances Zelazny, CEO, Anonybit
Deeply accomplished, results-driven senior strategist and business development executive with consistent record of developing profitable
results. Creative thinker who utilises innovative market penetration techniques that have long-term impact. Energetic leader who thrives in
entrepreneurial, fast-growth environments and inspires others by building consensus among disparate teams. Deep experience with mobile
payments, fintech, biometrics and security technologies.

Guest article
Multi-Factor Authentication Done Right
Frances Zelazny,
CEO, Anonybit

Multi-Factor Authentication (MFA) is the latest
buzzword for protecting users and assets. But the
fact is, there are a lot of misconceptions about
what actually constitutes an effective MFA strategy.
Case in point: A recent study of 500 financial
organisations worldwide found that there is broad
confidence in their security departments' approach
to authentication, with 90% saying that their
approach is mostly or completely secure. Yet, 80%
of them were breached in the last 12 months due
to weak authentication.
To understand where most common MFA methods
fall short, let's review the common attack vectors to
bypass them:
Passwords, PINs and Knowledge-Based
Questions: These knowledge-based
authentication factors are not even considered
multi-factor authentication. The means to gain
access to them are numerous, ranging from
phishing web sites, or buying troves of
compromised credentials to impersonate victims.
SMS Messages and One-Time Passcodes
(OTPs): SMS can be spoofed in multiple ways, for
example via SIM swaps, which occur when a
victim’s phone number is ported to another SIM
card that the attacker has in his phone. More
commonly, the codes are phished or socialengineered – just like a password.
Device Identification: Device Identification
(Device ID) is a passive authentication method that
binds users to specific devices and relies on device
attributes to associate ownership. The problem

with this approach is that device
identification does not equate to
identification of an account owner trying
to gain access to a service.
Device Biometrics: With device
biometrics, a selfie or fingerprint is
used to release a cryptographic key
that authenticates the user into an app
or service based on FIDO protocols.
However, like device identification,
device biometrics does not bind the
account owner to the account itself. In
addition, the fallback of device
biometrics in most cases is a password
or PIN code.

Getting MFA Right
Establishing correct implementation of
MFA requires taking a broader look at
how trust in a user’s identity is
established and maintained. Today,
organisations employ a stack of
solutions to orchestrate a user’s
journey beginning with digital
onboarding, which generally involves
verification of a holder’s identification
credentials and selfie comparison.
Once the identity has been verified, a
user will typically be invited to create a
username and password to access and
utilise an online service.
This is the root of MFA failure.
Getting MFA right requires biometrics
to be collected at onboarding and

leveraging the biometric as the anchor of trust for
further authentications. The trick is to do this without
creating privacy and data management burdens for
the enterprise.
With new technological breakthroughs and well
thought out system design, these challenges are
being overcome. For example, Anonybit’s MFA
solution leverages multi-party computing and zero
knowledge proofs to preserve biometrics privacy
while connecting the different elements of the
identity journey in a seamless manner. Selfies
captured during the onboarding process are ingested
into the Anonybit system, sharded for storage and
kept in a decentralised manner for downstream
authentication. Used at login, to verify transactions,
enable self-service account recovery and other stepup authentication actions, the platform’s APIs
seamlessly communicate with different orchestration
platforms. Device, phone number, and other factors
are linked to the user’s biometrics for secure MFA
and compliance.
Learn more about Anonybit’s biometric MFA solution
at anonybit.io/turnkey-authentication

The nexus between physical and digital identity
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GETTING IDENTITY VERIFICATION
RIGHT IS KEY TO BUILDING
DIGITAL TRUST
JONATHAN ANDRESEN
SENIOR DIRECTOR, MARKETING AND PRODUCTS
INCODE
Digital transformation has accelerated at an unprecedented pace since the COVID-19
pandemic began, with companies investing in digital transformation by implementing new
digital use cases. In fact, as far back as 2020, a McKinsey study estimated that during the
first 2 months of the pandemic, digital adoption accelerated by seven years.
To offer the type of digital-first experiences with instant results customers demand, it’s
critical to understand the customer journey — the different paths a consumer can follow
while doing business with a company — and optimise those experiences by identifying and
eliminating pain points at various stages and on various platforms.
Yet in their rush to adapt to a new digital-first world many organisations take the wrong
approach, especially in the key area of identity and access management (IAM) and the use
of biometrics. Early-to-market biometrics solutions galvanised high levels of interest and
introduced new and unique use cases, especially pre-pandemic. Early adopters of
biometrics, however, often experienced the impact of poorly designed architectures which
lacked the full solution set of capabilities required for highly customised and industry-specific
use cases, each with their own unique identity requirements. Identity solutions that rely on
human and manual intervention increase customer friction, and lead to lower on-boarding
conversion rates. Post pandemic, businesses require orders of magnitude improvements in
performance, security, compliance and privacy to fully realise their digital business goals.
Manual methods for identity verification are slow and inaccurate and expose personal data
to privacy issues. Even when used infrequently, manual methods are likely to result in a poor
user experience and longer verification times. By any measure, biometrics processes should
be seamless and improve performance at least fivefold. Best practice is a fully automated
cloud-based AI platform that doesn’t require manual, human-centric assessments in remote
call centres operated by contractors.
Storing biometric data permanently should be avoided as much as possible. If requirements
exist to store information, storing data-at-rest should avoid plain text and be in a hashed or
encrypted format. This is an important step to meet the compliance requirements for identity
verification and authentication while preserving the privacy of the underlying data.

Rather than relying on an elaborate mix of
disparate third party OEM technologies,
biometric platforms should be purposebuilt, fully-integrated modules that create
seamless flows. This critical architectural
approach not only guarantees pricing and
product innovation, it limits the movement
of identity data. Data should not be
stored, handled, or processed in
subcontracted vendor environments that
can not be audited or verifiably secured.
Ultimately the trust gap that exists
between users and organisations due to
unnecessary friction, slow on-boarding
processes, security and privacy needs to
be removed. If end users know their
biometric data will be safe and secure,
while their experience meets their high
expectations, and when enterprises have
full visibility into who’s on the other end of
a transaction – digital business can truly
flourish.

Upcoming
Events in
2023

Thank you for joining us
today. We hope you found
the sessions informative
and interesting - and we
look forward to seeing you
again soon.
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More Information
goodeintelligence.com
linkedin.com/company/goode-intelligence
@Goode_Intel

