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Introduction
As we move more of our personal and business
tasks online, it is becoming increasingly
important to secure digital channels. Ensuring
that digital service providers like banks can
support seamless access for their customers
whilst keeping the bad guys out is an imperative.
Biometric technology has become an important
tool in enabling frictionless and secure access to
digital services and preventing fraudsters from
gaining access to them. With the growth of
biometric technology, privacy and data protection
concerns are correspondingly growing and are
inevitably leading to questions about how this
incredibly personal data of ours is being
protected:
How and where is my biometric data being
stored?
Who has access to it? How well is it protected?
When I enroll my fingerprint on my smartphone,
is it stored securely and does it ever leave the
security enclave?
What legislation and regulation is in place to
cover the privacy and security aspects of
biometric technology?
Regulators around the world are increasingly
looking at how they can protect their citizens’
personal data and ensure that adequate
protection measures are in place. The European
General Data Protection Regulation (GDPR) is
considered the worldwide gold standard for
privacy and data protection regulation. The
GDPR combines strict rules for the collection,
storage and processing of personal data with a
strict enforcement regime that can fine
organizations up to a maximum of €20 million
(approximately $23.5 million USD) or four
percent of their global revenue – whichever is
greater!
The GDPR replaced the 1995 EU Data
Protection Directive in 2016 and was established
to protect individual fundamental rights and
freedoms, particularly the right to protection of
Goode Intelligence © 2021
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across government and commercial sectors.
More recently in August 2018, Brazil passed
a data privacy law called the General Data
Protection Law (Lei Geral de Proteção de
Dados Pessoais –LGPD) [1].

personal data. The right to one's private life
is laid down in the European Convention on
Human Rights (ECHR). The GDPR is built
on three key pillars:
Transparency
Compliance
Punishment (enforcement)

In Asia Pacific, we find Australia and
Singapore
are
separately
managing
biometric data as part of general privacy and
data protection legislation.

To understand the legal and compliance
landscape of biometrics in the context of
privacy law and regulation, it is critical to
understand the gold standard, GDPR, and
how it is shaping regulation. And because
other regions closely monitor the situation in
the EU with some in the process of
replicating the European example, it
provides a valuable context as we explore
the status of nascent privacy and data
protection law in reference to biometric data
in other regions around the world – such as
Asia Pacific, and North and Latin America.

This white paper examines the relevance of
global legislation, including GDPR, on the
successful and compliant adoption of
biometric and behavioral biometric systems
and data. It provides organizations that are
in process or are considering deploying
behavioral biometric technology with an
outline on the impact of privacy and data
protection law around the world.
It also explores how behavioral biometrics
complies with privacy and data protection
legislation,
including
an
in-depth
investigation on how the technology exceeds
the demands of the toughest law in the
world, the GDPR. This section is supported
by legal advice from leading law firm,
Osborne Clarke, acting on behalf of
behavioral
biometrics
specialist,
BehavioSec.

For example, in the United States as of the
end of 2020, there is no single, federal law
regulating the collection, storage, and use of
biometric data. However, several US states
have introduced legislation that relates to
biometric privacy (Illinois, Texas and
Washington) or include biometrics as part of
data protection law (New York and
California.)
In Latin America, Brazil has a long history of
using biometrics for a range of applications
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[1] http://www.planalto.gov.br/ccivil_03/_ato20152018/2018/lei/L13709.htm
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What is
Behavioral
Biometrics?

percentage of consumer products, including
smart mobile devices, now either ship with
biometric sensors or can support biometric
apps and biometric cloud services.
Not only has biometrics become pretty
ubiquitous, but the range of biometric
modalities available has also blossomed.
A biometric modality is a distinct
biometric technology, a category of a
biometric system depending upon the type
of human trait it takes as input. For
instance, fingerprint is a biometric modality.

As this study examines the relationship of
privacy and data protection regulation to
biometric and behavioral biometric data, it is
important to provide a definition of
biometrics, and to make a distinction
between different biometric technologies as
the impact on data protection regulation
differs accordingly.

There are two distinct types of biometric
technology:
Static biometrics – identifiers like
fingerprint, face, voice, iris, retina,
vascular, palmprint
Behavioral biometrics – dynamic inputs
such as typing and swiping

BIOMETRIC TECHNOLOGY
In the last ten years, biometric technology
has rapidly evolved from a niche technology
into a mainstream solution. A large

Figure 1 – Biometric modalities

Source: BehavioSec
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a single biometric template stored in a
secure area of a smartphone.

STATIC BIOMETRICS
Static biometric identifiers are physical
characteristics that are used for human
identification, verification and authentication.
Common
biometric
modalities
in
identification include:
Fingerprint
Face
Retinal scan

DYNAMIC BIOMETRICS
In contrast, behavioral biometrics is a way to
measure and analyze human gestures to
recognize or verify the identity of a unique
person based on their interactions. While
our interactions may look similar to the
naked eye, when they are measured by a
behavioral algorithm, they are distinct. The
way a person holds, swipes, or types on a
screen or keyboard provides a powerful data
source for user authentication and fraud
detection.

This approach may be used in many cases,
such as identifying a person of interest to
law enforcement using a stored biometric,
an airline passenger clearing security via an
enrolled biometric that is matched against a
stored template on their biometric passport,
or a person using their fingerprint or face to
unlock their smartphone and access a
mobile banking service.

Behavioral biometrics technology doesn’t
measure just one gesture, but a whole range
of data inputs, with a high level of accuracy
and precision, and can do so throughout a
user session. And the interaction profiling
can be unique to not just the person, but to
the application or service they engage with.

In all of these cases, the process involves
matching ‘live’ biometric telemetry against a
stored template or profile. This can be a
one-to-one match, like a smartphone
biometric authentication or a one-to-many
match, e.g. identifying a suspect in a law
enforcement situation. The match can be
against either a centralized biometric
database or a decentralized local store, e.g.

For example, behavioral biometric specialist
and pioneer, BehavioSec, collects data from
a range of behavioral-based actions, such
as key flight, accelerometer, gyroscope, hit
zone, and others.

Figure 2 – Examples of behavioral-based actions

Definitions: Key flight is the time between two key press events, while hit zone offers the coordinates of
touch screen events – or, locating exactly where the user touched the screen.
Source: BehavioSec
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Different types of sensors provide different,
but complementary mechanisms to profile a
user:
Keyboard entry timing data is based on
the analysis of accurate measurements
of when a key was pressed, when it was
released, the time between pressing
each key, and the sequence in which
they were pressed
Mouse data provides sequential 2D
coordinates and thus a speed of
deflection and movement patterns
Gyroscope and Accelerometer data
tracks 3D coordinate sequences, and
thus velocities and patterns for the
actual movement of a mobile device
Surfaces data includes the coordinates
and measurements of 2D movements
and detailed information on how much
pressure a user exerts, and exactly
where they press
Generally speaking, behavioral biometrics is
architected in a centralized manner with
profiles residing in a network accessed
depository that can be referenced across
both mobile and web channels and
applications, such as:
Part of the authentication process to
unlock a mobile banking app
To support fraud management systems,
e.g. tracking and detecting both
abnormal (fraud attacks) and normal
(authorized access) interactions

Goode Intelligence © 2021
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Global
Biometric
Privacy &
Data
Protection
Regulation

harmonized, legal framework within the
European Union for data protection and
came into effect May 25, 2018. It is
considered the gold standard for privacy and
data protection legislation and is viewed as
the most stringent privacy and security law
in the world.
The GDPR sets guidelines for the collection
and processing of personal information from
individuals who reside in the European
Union. It also requires company notification
to and explicit consent from EU citizens
about the data it collects and stores about
them. Organizations must also notify citizens
in a timely manner if any of their personal
data held by the organization is breached. If
they fail to properly disclose a data breach,
the organization is then liable to hefty
financial penalties up to a maximum fine of
€20 million (approximately $23.5 million
USD) or four percent of their global revenue
– whichever is greater!

As described in our introduction, GDPR is
considered the gold standard for privacy and
data protection regulation with many global
regions in the process of reviewing their own
rules benchmarked against GDPR.

GDPR COMPLIANCE OUTSIDE THE EU

However, despite the introduction of the
GDPR in Europe and its impact across
global business and institutions, the status
of privacy and data protection regulation that
references biometric data in other regions
remains nascent and patchy at best.

As it covers EU citizens and their data,
GDPR applies to companies whether
operating within or outside the EU
whenever collecting and processing EU
citizen data.
To clarify the regulation of companies
outside the EU handling EU citizen data,
the Schrems II ruling by the Court of
Justice of the European Union (CJEU)
has made a significant impact on the flow
and storage of EU data outside the EU.

In fact, outside of the EU, there are but a
handful of examples that specifically
reference biometric data in relation to
privacy and regulation. They include
Australia, Brazil, Singapore, and several
states within the US.

This ruling determined that international
data flows under the GDPR can continue
to be based on EU Standard Contractual
Clauses if properly monitored, while the
EU-U.S. Privacy Shield has been
declared invalid.

The following sections walk-through the
regional regulatory environment, specifically
referencing how each defines biometrics,
and the legislation that includes statements
on biometric systems and biometric data.

This calls into question the future of EUU.S. data flows and means that USbased organizations must look at how
they handle EU citizens data in detail.

EUROPE
GDPR Overview
The EU 2016/679 General Data Protection
Regulation (“GDPR”) establishes a

Goode Intelligence © 2021
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GDPR Biometrics Definition
GDPR defines biometric data in Article 4(14)
[2]:

GDPR Biometric Data Processing Rules
Collection of biometric data is allowed, but
subject to strict, general processing rules
with exemptions only within a restrictive
framework outlined in Article 9 Paragraph 2
GDPR (Processing of special categories of
personal data) [3] that includes:

“Personal data resulting from specific
technical processing relating to the physical,
physiological or behavioural characteristics
of a natural person, which allow or confirm
the unique identification of that natural
person,
such
as
facial
images
or
dactyloscopic data.”

1. Consent has been given explicitly
2. Biometric information is necessary for
carrying out obligations of the controller
or the data subject in the field of
employment, social security and social
protection law
3. It is essential to protect the vital interests
of the individual and he/she is incapable
of giving consent
4. It is critical for any legal claims
5. It is necessary for reasons of substantial
public interest
6. It is necessary for the purposes of
preventive or occupational medicine
7. It is necessary for reasons of public
interest in the area of public health
8. It is necessary for archiving purposes in
the public interest, scientific or historical
research purposes or statistical purposes
in accordance with Article 89(a) GDPR

GDPR Article 9 GDPR adds:
“Processing of special categories of
personal data defines biometric data as
biometric data for the purpose of uniquely
identifying a natural person.”
In this definition, all biometric data is
personal data, as it allows or confirms the
identification of an individual and is also
defined as special category data whenever
you process it “for the purpose of uniquely
identifying a natural person.”
As such, the GDPR considers that biometric
data constitutes sensitive data and that
processing it entails particular risks for the
data subjects.

[2] https://eur-lex.europa.eu/eli/reg/2016/679/oj

The GDPR defines “data subjects” as
“identified or identifiable natural person[s]”
– people from whom a data collector
collects information in connection with a
business or operation.

Goode Intelligence © 2021
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GDPR Explicit Consent
A critical processing rule covers explicit
consent, Art 9 Para 2(a):

GDPR EXPLICIT CONSENT
EXEMPTIONS
While behavioral biometrics as a
subcategory of biometrics generally
requires explicit consent prior to the
collection or processing of personal data,
there are potential exceptions to these
requirements such as when in the public
interest or in the processing of previously
consented and collected data for the
delivery of contracted services.

“the data subject has given explicit consent
to the processing of those personal data for
one or more specified purposes, except
where Union or Member State law provide
that the prohibition referred to in paragraph
1 may not be lifted by the data subject.”
According to a study by Osborne Clarke,
commissioned by BehavioSec in April
2019 [4]:

The Osborne Clark legal brief examines
these specific cases, which are covered
later in this paper.

“Explicit consent means that consent has to
be given by way of an opt-in or another
equally express statement of consent.
Merely implied consent or conclusive
behaviour is not considered to be sufficient.
Pursuant to Art 4 No 11, consent has to be
“freely given, specific [and] informed”.”
In other words, for the collection of biometric
data, the data subject must give explicit
(active) consent before their biometric data
is collected and processed. For instance, a
bank using biometric authentication to allow
access to their digital banking services
must, during the enrollment process,
provide a clear and concise method to
inform and ensure that its customers are
aware their biometric data is being collected,
how it is stored, how that data is used, and
then allow its customers to give or revoke
consent to its collection and processing.
Biometrics & EU PSD2 Strong Customer
Authentication
When
discussing
the
impact
and
implementation of the GDPR it is also
important to reference another EU
regulation – the Payments Services
Directive part two (PSD2) [5], in particular,
its Strong Customer Authentication (SCA)
Regulatory Technology Standards (RTS)
requirement. [6]

In all cases, organizations will need to
seek legal counsel for proper
interpretation of the law within their
specific region and for their specific use
cases.

and customer authentication, concentrating
on protecting consumer payments made
over the internet.
For payment security, the directive states
that “all payment service providers,
including banks, payment institutions or
third-party providers (TPPs), will need to
prove that they have certain security
measures in place ensuring safe and secure
payments. The payment service provider will
have to carry out an assessment of the
operational and security risks at stake and
the measures taken on a yearly basis.”
[4] ‘Legal Memorandum on BehavioSec authentication
based on Keystroke Dynamics under the GDPR' from
Osborne Clarke to BehavioSec GmbH. 16 April 2019.
[5] https://ec.europa.eu/info/law/payment-services-psd-2directive-eu-2015-2366_en
[6] https://eba.europa.eu/regulation-and-policy/paymentservices-and-electronic-money/regulatory-technicalstandards-on-strong-customer-authentication-and-securecommunication-under-psd2

PSD2 provides rules for payment security

Goode Intelligence © 2021
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PSD2 also acknowledges the need for
authentication mechanisms to match the
context
of
the
payment
transaction.
Specifically,
Article
98.3
specifies
exemptions
for
strong
customer
authentication in certain scenarios including:
Low value payments
Outgoing payments to trusted
beneficiaries
Low-risk transactions based on a
transaction risk analysis
Under PSD2, Payment Service Providers
(PSP) will be obliged to apply Strong
Customer Authentication (SCA) when a
payer initiates an electronic payment
transaction. The European Commission
defines SCA as a process that “validates the
identity of the user of a payment service or
of the payment transaction.”
SCA is based on the use of two or more
elements:
Knowledge – something only the user
knows, e.g. a password or PIN
Possession – something only the user
has, e.g. a card or an authentication
code (One-Time-Password) generating
device
Inherence – something the user is, e.g.
via biometric authenticator such as
fingerprint, voice, eye-print or behavioral
As a result, behavioral biometrics – correctly
implemented – not only meets GDPR
requirements,
but
can
also
support
compliance with SCA as another element
based on inherence.
USA
While today in the United States there is no
single, federal law that governs the
collection and use of personal data,
protections are regulated based on a
collection of federal and state laws on
privacy and data protection including
biometric data.
In addition, many of the largest tech firms
like IBM and Microsoft, have taken actions
to self-regulate and withhold for example,

Goode Intelligence © 2021

FEDERAL LEGISLATION PROPOSED
IN 2020
US lawmakers are taking steps to protect
citizen rights and reduce complexity for
business entities.
Newly proposed legislation that includes
the creation of a federal Data Protection
Agency (DPA) under the 2020 Data
Protection Act introduced by US Senator
Kirsten Gillibrand (D-NY), and the control
of biometric data via the August
introduction of the National Biometric
Information Privacy Act (NBIPA) by US
Senators Bernie Sanders (I-VT) and Jeff
Merkley (D-OR).

their facial recognition services to certain
government
entities
including
law
enforcement. In July 2018, Brad Smith,
President of Microsoft, called for federal
regulation of facial recognition use and for
the
US
Congress
to
oversee
this
investigation.
As of the end of 2020, there are five US
states that have laws addressing biometric
data:
California
Illinois
New York
Texas
Washington
California
The California Consumer Privacy Act
(CCPA) [7] of June 2018 came into effect on
January 1, 2020.
The CCPA defines biometric data as “an
individual’s physiological, biological or
behavioral characteristics, including an
individual’s D.N.A., that can be used, singly
or in combination with each other or with
other identifying data, to establish
individual identity”.

[7] https://oag.ca.gov/privacy/ccpa
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Under the CCPA, biometric data is governed
by the following legal conditions:
Disclosure requirements including
maintaining a detailed privacy policy and
providing consumers with a separate
privacy note at the time biometric data is
collected
Data security requirements that ensure
“reasonable security practices and
procedures” to protect biometric data
from being improperly accessed,
acquired or disclosed
Citizen rights to lodge requests
regarding biometric data that is
collected, used, disclosed and/or sold by
covered entities. This includes the right
to know, right to access, right to opt-out,
right to deletion and the right to equal
service and pricing
The CCPA is lighter on enforcement than
the GDPR, providing residents with a private
right of action versus the relevant EU state
regulator’s
enforcement
responsibility.
California residents can pursue individual or
class litigation and can claim between
$100-$750 USD in statutory damages per
incident if their personal data is impacted by
a data breach and the entity is found to have
violated its duty to maintain reasonable
security measures.

CCPA ENFORCEMENT & CLAIMS
Within less than a year, there have
already been class action CCPA claims
against companies for alleged violations
related to biometric data.
In February 2020, Clearview AI was
sued for allegedly using facial
recognition technology to generate a
database containing the faceprints of
millions of individuals and then selling
access to its database to law
enforcement agencies and private
companies.

BIPA’s most important requirements, in line
with other biometric legislation, covers
consent and disclosure. Entities must
receive written consent from individuals
before obtaining their biometric data.
Additionally, entities must disclose their
policies for usage and retention.

BIPA ENFORCEMENT & CLAIMS
A landmark case filed against Facebook
has already demonstrated that BIPA has
some serious teeth.
The lawsuit is associated with
Facebook’s photo-tagging feature, which
used facial recognition software to
identify faces in subscriber photos
without explicitly gaining their consent.

Illinois
The Illinois General Assembly 2008 State of
Illinois Biometric Information Privacy Act
(BIPA) [8] is an example of one of the
world’s
earliest
biometric
legislation
imposing requirements on organizations
(entities) that collect biometric data.

The social network giant agreed to pay a
$650 million USD settlement on this
year-long class action lawsuit.

[8] https://www.ilga.gov/legislation/ilcs/ilcs3.asp?
ActID=3004&ChapterID=57

BIPA defines biometric data as “any information, regardless of how it is captured, converted,
stored, or shared, based on an individual's biometric identifier used to identify an individual.
Biometric information does not include information derived from items or procedures excluded
under the definition of biometric identifiers.”
“‘Biometric identifier’ means a retina or iris scan, fingerprint, voiceprint, or scan of hand or face
geometry. Biometric identifiers do not include writing samples, written signatures, photographs,
human biological samples used for valid scientific testing or screening, demographic data,
tattoo descriptions, or physical descriptions such as height, weight, hair color, or eye color.”

Goode Intelligence © 2021
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New York
In March 2020, New York State introduced
the final parts of its Stop Hacks and Improve
Electronic Security Handling Act (“SHIELD
Act”) [9].
The SHIELD Act requires any person or
business owning or licensing data that
includes ‘private’ information of a resident of
New York to implement and maintain
reasonable safeguards to protect the
security, confidentiality and integrity of their
private information. This includes biometric
data.
SHIELD
mandates
that
reasonable
administrative,
technical
and
physical
safeguards be implemented by any company
that
collects
biometric
data.
These
safeguards include:
Reasonable administrative safeguards
including designating employees to
coordinate security programs and
selection of service providers capable of
maintaining appropriate safeguards
Reasonable technical safeguards
including security assessments, risk
assessments, attack detection and
prevention, and regular security testing
Reasonable physical safeguards
including detecting, preventing and
responding to intrusions and protecting
against unauthorized access to or use of,
private information during or after the
collection, transportation and destruction
and disposal of the information
Violations of the SHIELD Act are considered
deceptive acts or practices and may be
enforced by the New York State Attorney
General with businesses liable for a civil
penalty of up to $5,000 USD per violation.
Texas
The State of Texas has its equivalent of the
Illinois State BIPA, known as the Capture or
Use of Biometric Identifier Act (CUBI) [10].
The act, introduced in
‘biometric identifier’ as:

Goode Intelligence © 2021

2019,

defines

“a retina or iris scan, fingerprint, voiceprint,
or record of hand or face geometry.”

Texas CUBI requires the following:
Notice & Consent – for a company to
“capture” a biometric identifier for a
“commercial purpose,” it must first: (a)
provide notice; and (b) obtain the
individual’s consent to capture his or her
biometric identifier
Retention & Destruction – companies
must destroy biometric identifiers within
a “reasonable time,” and no later than
one year after the initial purpose for
collecting the biometric identifier has
been satisfied (subject to limited
exceptions)
Prohibition on Sale, Lease, or
Disclosure – companies are prohibited
from selling, leasing, or disclosing
biometric identifiers in their possession
to any third party unless one of four
exceptions applies: (a) the individual
consents to the disclosure for
identification purposes in the event of his
or her disappearance or death; (b) the
disclosure completes a financial
transaction requested or authorized by
the individual; (c) the disclosure is
required or permitted by federal or state
statute; or (d) the disclosure is made in
response to a warrant
Data Security – companies must store,
transmit, and protect biometric data
using “reasonable care” and in a manner
that is the same or more protective than
the manner it stores, transmits, and
protects other types of sensitive personal
information
For enforcement action, violations of CUBI
may subject an entity to civil penalties of up
to $20,000 USD per violation, with no
maximum cap. The power to enforce CUBI
rests exclusively with the Texas State
Attorney General.
[9] https://www.nysenate.gov/legislation/bills/2019/s5575
[10] https://statutes.capitol.texas.gov/Docs/BC/htm/BC.503.htm
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Washington
Washington State became the third state,
after Illinois and Texas, to enact a law
regulating biometric information with HB
1493 [11]. The law was introduced in July
2017 and is considered to be more narrowly
defined than either Illinois BIPA or Texas
CUBI.
HB 1493 includes situations where biometric
data may be collected without consent, and
in circumstances where there are beneficial
purposes, e.g. security or fraud prevention.
This is in contrast to circumstances where
consent is required in situations where a
biometric identifier is enrolled in a database
for commercial purposes. In addition, only
after a biometric identifier has been enrolled
in a database for commercial purposes does
HB 1493 prohibit selling, leasing or
disclosing it without individual consent.
HB 1493 defines a biometric identifier as:
“data generated by automatic
measurements of an individual's biological
characteristics, such as a fingerprint,
voiceprint, eye retinas, irises, or other
unique biological patterns or characteristics
that is used to identify a specific individual.
‘Biometric identifier’ does not include a
physical or digital photograph, video or
audio recording or data generated
therefrom, or information collected, used,
or stored for health care treatment,
payment, or operations under the federal
28 health insurance portability and
accountability act of 1996.”

In Washington, only the State Attorney
General
may
enforce
the
law’s
requirements.
ASIA-PACIFIC
Asia-Pacific is a diverse region where
biometric
technology
is
playing
an
increasingly
critical
role
in
both
governmental and business life. This study
takes a closer look at biometric regulation
specifically in Australia and Singapore.
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Australia
Under the Australian Privacy Act of 1988
[12], biometric data is classified as ‘sensitive
information’ requiring consent and covers
Australian Government agencies and any
organization with an annual turnover of $3
million AUS. This means that if the Privacy
Act relates to an organization or agency,
then collecting biometric data must be done
on a consent basis.
Under the Privacy Act, biometric
information (data) is defined as “biometric
information scanning is when an
organization or agency takes an electronic
copy of your biometric information, which
includes any features of your:
face
fingerprints
iris
palm
signature
voice”

Currently, there is a maximum penalty of
AUD$2.1 million for serious or repeated
breaches with plans to increase to AUD$10
million, or three times the value of “any
benefit obtained through the misuse of
information” to put it more in line with the
GDPR.
Singapore
Personal data in Singapore is protected
under the 2012 Personal Data Protection
ACT (PDPA) [13].
The PDPA establishes a data protection law
that comprises various rules governing the
collection, use, disclosure and care of
personal data. It recognizes the rights of
individuals to access, correct, and protect
their personal data, and the needs of
organizations to collect, use or disclose
[11] http://lawfilesext.leg.wa.gov/biennium/201718/Pdf/Bills/Session%20Laws/House/1493-S.SL.pdf
[12] https://www.legislation.gov.au/Series/C2004A03712
[13] https://www.pdpc.gov.sg/Overview-of-PDPA/TheLegislation/Personal-Data-Protection-Act
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personal data for legitimate and reasonable
purposes.
The PDPA considers the following concepts:
Consent – organizations may collect,
use or disclose personal data only with
the individual's knowledge and consent
(with some exceptions)
Purpose – organizations may collect,
use or disclose personal data in an
appropriate manner for the
circumstances, and only if they have
informed the individual of purposes for
the collection, use or disclosure
Reasonableness – organizations may
collect, use or disclose personal data
only for purposes that would be
considered appropriate to a reasonable
person in the given circumstances
The PDPA includes biometric data as a type
of personal data that is covered.
The PDPA classifies biometric data as a
“unique identifier” that includes:
Full name
NRIC Number or Foreign Identification
Number
Passport number
Personal mobile telephone number
Facial image or an individual
Voice of an individual
Fingerprint
Iris image
DNA profile

Singapore has established a regulator to
enforce the PDPA, the Personal Data
Protection Commission (PDPC). If the PDPC
finds that an organization is in breach of any
of the data protection provisions in the
PDPA, it may give the organization such
directions that it thinks appropriate to ensure
compliance, and may include:
Stop collecting, using or disclosing
personal data in contravention of the Act
Destroy personal data collected in
contravention of the Act
Provide access to or correct the personal
data
Pay a financial penalty of an amount not
exceeding $1 million S

Goode Intelligence © 2021

FINES IN SINGAPORE
In January 2019, Singapore’s Personal
Data Protection Commission issued two
grounds of decision against Bud
Cosmetics and AIG Asia Pacific
Insurance Pte Ltd & Toppan Forms (S)
Pte Ltd for breaching the PDPA.
Bud Cosmetics was fined SG$11,000.00
and Toppan Forms was fined
SG$5,000.00.

LATIN AMERICA
In Latin America, Brazil has a long history of
utilizing
biometrics
for
a
range
of
applications across governmental and
commercial sectors.
Brazil
In August 2018, Brazil passed a data privacy
law called General Data Protection Law (Lei
Geral de Proteção de Dados Pessoais –
LGPD) [14]. While LGPD went into effect on
August 15, 2020 and the Brazilian federal
government has approved the structure of
the regulatory body that will oversee the
LGPD’s enforcement, enforcement/sanctions
cannot be applied until August 1, 2021.
In Article 5, LGPD defines personal data as
information related to an identified or
identifiable person, including biometric
identifiers.
Article 18 of LGPD lists nine fundamental
rights that data subjects have, including:
The right to confirmation of the existence
of the processing
The right to access the data
The right to correct incomplete,
inaccurate or out-of-date data
The right to anonymize, block, or delete
unnecessary or excessive data or data
that is not being processed in
compliance with LGPD
[14] http://www.planalto.gov.br/ccivil_03/_ato20152018/2018/lei/L13709.htm
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The right to the portability of data to
another service or product provider, by
means of an express request
The right to delete personal data
processed with the consent of the data
subject
The right to information about public and
private entities with which the controller
has shared data
The right to information about the
possibility of denying consent and the
consequences of such denial
The right to revoke consent.
If an organization violates LGPD, the
legislation establishes simple fines of up to
two percent of the sales revenue of the
company, group or conglomerate in Brazil,
and fines of up to 50 million Brazilian Real
(approximately $13,000 USD) per violation.
Mexico
Mexico has echoed the international trend of
ensuring the protection of personal data.
The protection of personal data is a
fundamental right recognized by the
Constitution of Mexico ('the Constitution')
since 2009.

access public information and data
protection within governmental agencies and
private parties.
In Mexico, biometric data is covered
and defined as “Physical, physiological,
behavioural, or personality-related
characteristics, attributable to a single
person and which are measurable.”

In line with other privacy and data protection
law, data controllers must obtain consent
from data subjects in order to process their
personal data. Consent must be explicit
when processing financial or economic data,
explicit and written for the processing of
sensitive personal data, and implicit for all
other categories of personal data (this may
be obtained through the data subject's
signature, electronic signature, or any
authentication mechanism established for
such purpose).

BREACH OF FUNDAMENTAL RIGHTS
SEES HEFTY FINES IN MEXICO

There are legal frameworks covering both
the private and the public sector. The
Federal Law on Protection of Personal Data
Held by Private Parties was published in
2010 and in 2011, the regulations to the
Federal Law on Protection of Personal Data
Held by Private Parties were enacted. In
2013, the National Institute for Access to
Information and Protection of Personal Data
(INAI), issued the Guidelines on Privacy
Notices and these are the main legal
framework for the private sector.

In recent years, the INAI has fined
financial institutions, telecom companies,
and healthcare providers.

In January 2017, the data protection law for
the public sector was published – the
General Law on Protection of Personal Data
Held by Mandated Parties.

Enforcement is performed by the INAI with
penalties as follows:
Warning instructing the data controller to
take the actions requested by the data
subject
A fine ranging from 100 to 320,000 units
called UMA (currently one UMA is
equivalent to MXN 86.88 (approx. €3.6))

The
INAI
is
an
autonomous
body
responsible for promoting the rights to

Goode Intelligence © 2021

This has included a 4.6m Mexican Peso
fine (approximately US$225,000) on a
hospital and a 32m Mexican Peso fine
(approximately US$1.5m) imposed on
Banco Mercantil del Norte for collecting
sensitive personal data without the
consent of the data subject.
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If infringements were committed while
processing sensitive personal data and
in case of recidivism, penalties may
double
In addition, a prison sentence may be
imposed on anyone who unlawfully breaches
security measures.

Goode Intelligence © 2021

Biometric data is covered
and is defined as “Physical, physiological,
behavioural, or personality-related
characteristics, attributable to a single
person and which are measurable”.
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How
Behavioral
Biometrics
meets
Privacy &
Data
Protection
Regulation

Consent to the collection of personal
data
Specific security controls to keep
personal data safe and secure
Possible administrative fines for
organizations that are ruled to be in
breach of these rules
So, what is the impact of privacy and data
protection legislation on behavioral
biometrics?
The Osborne Clarke memo published April
2019 “Legal Memorandum on BehavioSec’s
Authentication
Based
on
Keystroke
Dynamics Under the GDPR” provides an
updated privacy assessment on the legal
discussion regarding the “authentication
system based on keystroke dynamics
without predefined input texts” operated by
BehavioSec.
In its legal analysis, Osborne Clarke
confirms not only the lawfulness of using
behavioral biometrics under GDPR, but also
the option of processing behavioral
biometric data without explicit consent.

While
biometrics
defines
an
overall
category, it is important to make a
distinction
between
static
biometric
identifiers and behavioral biometric systems
when assessing the impact of privacy and
data protection legislation.

Under Article 9 Paragraph 1 GDPR,
processing may be deemed lawful on two
accounts:
To prevent unauthorized access or use
of services, for instance:
- Access to online bank accounts
- Initiation of payments
For reasons of substantial public interest
such as:
- Security of electronic payments
- Protection of users

When
legislators
determine
biometric
identifiers (data) to be personal identifiers
(data) that need to be included under
privacy and data protection legislation, they
are generally referring to static biometric
identifiers – personal information about
individuals that typically does not change,
like fingerprints.

For businesses around the world, these
are critical findings by this law firm. The
firm in particular, points to the interpretation
that for existing customers with accounts,
the behavioral biometrics solution processes
data related to the PII data the e.g., bank,
already possesses and has obtained explicit
consent for. And that the organization (e.g.
the bank) is legally the ‘controller’ of the

As discussed in this study, the current status
of global privacy and data protection
legislation beyond GDPR is patchy, but
generally applies a number of common rules
regarding personal data. These general
rules include:

Goode Intelligence © 2021
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information, not the behavioral biometrics
vendor providing the technology or service.

In particular, its study outlines the
legalsituation for BehavioSec clients in the
German
banking
sector
using
the
BehavioSec technology in context to data
privacy law – specifically, the EU GDPR
which as discussed throughout this paper,
serves as the global “gold standard” for
privacy and data protection legislation.

These exceptions are already used in
practice with major banking and other types
of organizations across Europe and in other
regions with biometric legislation or
organizations concerned with adherence to
GDPR. Reference to these exceptions are
typically found when they follow a mandate
to notify their customers within their public
terms of use. These notifications often
reference a right to process sensitive
personal data on a legal basis with GDPR
(or other regulation) when of public interest,
security, or legal claims, and cite the
potential observation “of your actions”
across applications, forms, websites, mobile
apps and other forms of engagement or
service consumption.

BehavioSec Behavioral Biometrics & PSD2
SCA
The importance of PSD2 SCA to GDPR
cannot be underestimated as SCA provides
a justification – and an exemption – for
collecting and processing biometric data.
As Osborne Clarke states, “Regarding the
prevention of unauthorized access and
misuse of services, the German supervisory
authorities indicate that processing of
biometric data for the purpose of prevention
is
justified
if
specific
circumstances
demonstrate that such means of processing
are necessary. Within the scope of payment
services, the European as well as the
German legislator statutorily presupposes
such specific circumstances. They explicitly
acknowledge that payment services are
especially vulnerable of being compromised
and
consequently
necessitate
special
safeguarding measures. Therefore, payment
service providers such as banks are obliged
to implement strong customer authentication
that may include biometric elements.”

In any case, regardless of the legal opinions
within the Osbourne Clarke memorandum,
any organization will need to validate
assumptions and confirm the laws within
their particular region (see Figure 3), for
their type of business, and for the specific
use case behavioral biometrics will be
applied to.
Finally, to help organizations benefit from
the insights from the legal firm and the
technology vendor that employed them, it
may be helpful to look at the BehavioSec
“case study” and the legal opinion
BehavioSec
is
using
to
guide
the
development of solutions for their global
customers.

PSD2 SCA is also one of the first technology
standards/regulations
that
explicitly
reference biometrics/inherence as a crucial
authentication factor and many European
finance and payments regulators are turning
their attention to how behavioral biometrics
can be ‘layered’ onto existing authentication
solutions.

BEHAVIOSEC CASE STUDY
Wanting to ensure its customers can meet
the most stringent criteria for compliance,
behavioral biometrics specialist and pioneer,
BehavioSec, commissioned a leading law
firm, Osborne Clarke, to advise on the
regulatory
impact
to
users
of
the
BehavioSec behavioral biometrics solution.

Goode Intelligence © 2021

Key Finding: The BehavioSec solution
complies with the GDPR biometric
approach under its clause of processing
biometric data without consent.
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Figure 3 – 2021 Summary of Worldwide Biometrics Regulations

EUROPE:
GDPR,
PSD2/SCA

USA:
CCPA, BIPA,
SHIELD ACT,
CUBI, HB 1493

LATAM:
LGPD,
LFPDPPP

APAC:
PRIVACY
ACT, PDPA

37M
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BehavioSec Behavioral Biometrics &
Deployment
As we have described in this paper,
behavioral biometrics differs from other
biometric approaches, such as fingerprint
and face, in that it is based on what a
customer does – their behavior. Typically,
behavioral data is collected by a service
provider during the login process and then
analyzed and matched against the user’s
profile.

Example 1: On-premises – Bank
Operates BehavioSec Technology
In this scenario, the bank operates the
BehavioSec technology and directly
receives the data collected by the
applications. The bank processes the data
using systems that are managed directly by
it.
The memorandum concludes that
BehavioSec technology can be used in a
legally compliant manner without relying on
structural uncertainties such as a revocable
consent by the data subject.

As Osborne Clarke states in relation to bank
customers, “such processing is not aimed at
identifying the respective bank customer
(“Who is this?”) but is used to authenticate
the bank customer (“Is that the legitimate
bank customer for this account?”).

This means that for banks operating with
BehavioSec technology on-premises, there
is no privacy and data protection
legislation, including the GDPR, that
prevents its operation.

According to BehavioSec, its solution can
achieve a recognition rate of over 99
percent. Raw data subsequently generated
by and collected from returning customers
further refines the profile and its accuracy –
and is then deleted immediately. In an
interview with a Swiss-based bank, Goode
Intelligence
learnt
that
with
its
implementation of the BehavioSec solution,
it is not possible to link the behavioral data
to the profile of the customer.

Example 2: Hosted – BehavioSec
Offered as a Service
The second scenario involves BehavioSec
hosting and operating its behavioral
biometrics technology on behalf of a bank
customer.
Behavioral data is collected by BehavioSec
and all processing is carried out by
BehavioSec.

Osborne Clarke further reviewed the
questions surrounding deployment and
implementation, offering examples based on
how/where the solution would run as
illustrated in the following two examples.

After analyzing this scenario, where
BehavioSec provides hosting services for
its technology, the memorandum concludes
that as the bank is a “controller” and
BehavioSec is a “processor” of biometric
data, the technology “can be used in a
legally compliant way.”

Key Finding: It can be concluded that the BehavioSec solution,
whether on-premises or hosted in the Cloud – is deemed to conform
with all aspects of the GDPR.

Goode Intelligence © 2021
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CONCLUSION
With the increasing importance of privacy
and data protection legislation around the
world and the growing use of biometric
technology
for
authentication,
it
is
imperative that organizations understand the
legislative framework in which they operate
in.

Biometric data is covered
and is defined as “Physical, physiological,
behavioural, or personality-related
characteristics, attributable to a single
person and which are measurable”.

As a result of the GDPR, there is definitely a
global trend of tighter federal privacy and
data protection regulation. Organizations
operating globally must ensure that they
collect, process and store personal data in a
manner that complies with the basic
principles of regulation such as GDPR. This
includes ensuring that individuals are aware
why their data is being collected and
whether this data is being shared with thirdparty organizations.
Behavioral
biometrics
is
a
proven
technology that increases user convenience
and reduces business fraud risk. This paper
with support from global bank customer
input, extensive research, and legal opinion
has outlined that it can comply with some
of the strictest privacy and data protection
laws in the world, including European GDPR
and industry payment regulation including
PSD2 SCA and 3D Secure 2.0 technology.
And this fact is due in large part to the
addition of ‘inherence’ as an authentication
factor becoming a game-changer for the use
of behavioral biometrics technology.
For organizations considering deploying a
solution meant to improve security and user
experience while supporting or maintaining
compliance, it is important to note that
behavioral biometrics can additionally be a
more secure biometric method as it is less
susceptible to data leaks as it is situation
specific. And as final piece of advice, when
designing
and
deploying
behavioral
biometrics, Goode Intelligence recommends
that organizations carry out a Privacy and
Data Protection Impact Assessment to
thoroughly
evaluate
the
processing
biometric data.
To find out more about BehavioSec's
products and how its technology can benefit
your organization, please visit its website.
Goode Intelligence © 2021
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