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The ability for a connected car to accurately identify who you are has become a 
crucial function in the development of next-generation personal transportation 
systems. Biometrics not only provides a convenient way to identity a person 
but also enables automotive OEMs to accurately detect the health and 
wellbeing of both drivers and passengers alike. This white paper from 
biometrics specialist analyst and consulting company, Goode Intelligence, 
explores the opportunity for biometric systems for the connected car. 
 

AUTOMOTIVE INDUSTRY DISRUPTION  

 
Similar to the mobile phone market pre Apple iPhone, the traditional automotive industry is 
being threatened with similar levels of disruption from three megatrends: 

1. Electric vehicles (EV) 
2. Autonomous vehicles 
3. Ride-sharing 

 
As cars evolve into smartphones on wheels the automotive industry is facing stiff 
competition from new entrants such as Tesla and the possibility that technology giants Apple 
and Google will again disrupt another market.  
 
Owning and driving your own car may well be a thing of the past in the not-too-distant future. 
The combination of easy-to-use smartphone-based ride-sharing services and the imminent 
arrival of autonomous vehicles has the potential of fundamentally changing the way we view 
the automobile.  
 
In this atmosphere, knowing who is inside a vehicle is a crucial component of delivering a 
range of secure auto-related services including the car itself.  
 
The ability for a connected car to accurately identify who you are and how you are has 
become a crucial function in the development of next-generation personal transportation 
systems.  
 

BIOMETRICS - WHO YOU ARE AND HOW YOU ARE 

 
Biometric technologies have witnessed success in recent years for conveniently identifying 
and authenticating people on a wide range of connected devices, in particular for the smart 
mobile device.  
 
For the connected car market, biometrics not only provides a convenient way to identity who 
you but enables automotive OEMs to accurately detect the health and wellbeing of both 
drivers and passengers alike.  
 
The ability to support a range of connected car applications means that some biometric 
modalities are better suited for in-car integration and Goode Intelligence’s research has 
identified face, voice, heart (ECG) and eventually brain (EEG) as strong contenders for being 
integrated by auto OEMs inside the car.  
 
Goode Intelligence has identified seven key connected car applications that biometrics can 
enable with a range of different integration options available for automotive OEMs. 
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BIOMETRICS ENABLING SEVEN KEY CONNECTED CAR 

APPLICATIONS  

 

In its latest report, ‘Biometrics for the Connected Car: Automotive Biometrics Market Analysis 
and Forecasts 2018-2023’, Goode Intelligence identifies seven key applications and use 
cases for biometrics that can transform the car experience. These are detailed in the 
following infographic: 
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ADOPTION STRATEGIES 

 

Vehicle Entry – Access Control 

 
It all starts with vehicle entry.  
 
The humble car key has witnessed a metamorphosis allowing auto OEMs to differentiate their 
products with ever-increasing innovative ways to gain entry into a car. Innovation has been 
partly driven by ride-sharing services that allow a person to book, locate and hire a vehicle 
with a RFID enabled device – card, smartphone or wearable. Currently there are few 
examples of vehicle entry technology supporting biometrics but the author believes that this 
will soon change. There have been proof-of-concepts with fingerprint integration into door 
handles and technology-centric auto OEMs, including Tesla, supporting native smartphone 
biometric authentication to open up an app that allows its owner to open the door and start 
the vehicle.  
 
Benefits of biometric-enabled vehicle entry include: 

1. Car key theft prevention 
2. Ensuring that only the authorised owner / user can gain entry 
3. Car personalisation 

a. Car detects who you are and personalises itself as you enter 
 
Biometric vehicle entry is achievable in these ways: 

1. Smartphone 
2. Smart Wearable Device (SWD) 
3. Key Fob 
4. Car Integration 

a. External camera 
b. Sensor in door handle 

 

Engine Start 

 

 

 

 

“It has to work 100 
percent of the time, 
offer an excellent user 
experience and also 
support valet mode” 
 
 
Sunil Thomas, Senior Director 
Automotive Business Unit at 
Synaptics 

 
 
There are a number of integration options available to automobile OEMS to start the engine – 
we use the term ‘start the engine’ generically and this can also be used to mean starting an 
Electric Vehicle (EV). Integrated biometric sensors within the car can also be combined with 
smartphone-based biometric access where the digital key on a smartphone can be opened 
with a biometric to open the door and then a car-based biometric can be used to start the 
engine. This effectively reduces the attack surface and makes it difficult for an attacker to get 

http://www.goodeintelligence.com/
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access and drive the vehicle away – start the engine. With the smartphone you may be able 
to get access into the vehicle but cannot start it. It may be prudent to use two different 
biometric modalities; smartphone-based face or fingerprint for access and a different one 
(face, fingerprint, iris or voice) to start the engine. 
 
In-car integration options include: 

 Fingerprint sensor embedded in the console, steering wheel or infotainment system 
screen 

 Button-less ECG embedded in the steering wheel 

 Camera to support either face or iris recognition integrated into, or above, the rear-
view mirror 

 Voice biometrics managed by the infotainment system 
 

 

 

“the benefit of flexibility is 
strong inside the car with a 
number of potential areas 
where it can be integrated 
including the dashboard, a 
hand-brake or steering 
wheel” 
 
Dr. Rouzet Agaiby, Senior Business 
Development Engineer at FlexEnable 

 
 

Personalisation 

 
Personalisation services enable a vehicle to be set-up (configured) for the specific needs of 
drivers and passengers. The analogy with computer security would be that a biometric 
credential provides identification and then authorisation allows access to certain profile-
orientated digital services. With automobiles, a biometric credential allows a driver or 
passenger to gain entry into the vehicle and then personalisation (mapped to authorisation) 
allows them to access certain in-car services. Based on a profile for each driver and/or 
passenger a car would be set to specific temperature settings, the seat would be moved 
precisely to fit the physical characteristics and preferences and the infotainment system 
would be loaded with personalised data – music playlists, messaging contacts and navigation 
settings.  
 

In-Car Payments 

 
In-car payments offer drivers and passengers a method for the car (driver) to pay for a range 
of goods and services, typically to pay for goods and services without getting out of the car; 
road tolls, petrol, electric charging, car rental, ride-sharing, drive-through food and beverages. 
 
Automobile component supplier, Gentex plans to support in-car payments based on its 
biometric platform that it announced at CES 2017. The solution integrates an Iris Recognition 
system, supplied by Delta ID in the system demoed at CES 2017, into a rear-view mirror. 
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"The biometric system would 
identify the driver, authorise 
vehicle use and allocate 
payment, including 
incidentals like tolls and 
parking, and eventually even 
gas and fast food." 
 
 
Steve Downing, COO at Gentex 

 

 

Insurance 

 
Two prime applications for insurance use of biometrics are: 

 Car detects the driver and can feed this to ‘black-box’ insurance systems or data 
created and passed on to insurance companies in the event of accident 

 Biometrically linked data used by law enforcement in the event of a traffic accident or 
other felony – irrefutable evidence that person A was driving the vehicle at the time of 
accident 

 
Auto insurers have been deploying technology into cars to monitor driver behaviour for a 
number of years. Up until now, they have not been monitoring who is in the car but the car 
itself. Biometrics offers automotive insurance providers the ability to know who is driving the 
car and could impact how much consumers pay for insurance; increasing their margin in the 
process. 
 

 

There is an opportunity for automobile OEMs to integrate telematics into their 
vehicles and provide this data to insurance providers for a fee. This data 

would potentially be more valuable if in-car biometric systems were able to 
identify the driver and combine this with the telematics data 

 

 

Health, Wellness and Well-Being – HWW 

 
Another application that biometrics enables is Health Wellness and Well-being (HWW), a part 
of driver monitoring systems (DMS). 
 
This includes the continuous monitoring of drivers for tiredness, illness and intoxication 
through face, ocular, ECG and even EEG biometrics. 
 
A component supplier hoping to capitalise on this market is FotoNation. This camera-based 
company has solutions that support both iris and facial recognition. In October 2017 it 
announced a partnership with Denso, a supplier of advanced automotive technology. 
According to figures from FotoNation, one in five fatal crashes involves driver fatigue. 

http://www.goodeintelligence.com/
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One in Five Fatal Crashes Involve Driver Fatigue 
 

 
In addition to face and iris recognition there are two emerging biometric technologies that can 
be used for automotive HWW; these are heart rate (ECG) and brain wave (EEG).  
 
In an interview between Goode Intelligence and B-Secur, an ECG technology specialist 
based in the UK, Ben Carter, Chief Commercial Officer at B-Secur said that “ECG is the 
definitive modality for auto” and can support the main applications including HWW.  
 

Vehicle-to-Home and Smart City Automation 

 
This is where the connected car meets the connected home and smart city. The ability to 
control smart home appliances and applications from a car is appealing. Security is 
paramount in vehicle to home automation with strong identity verification an essential 
component. 
 
Scenarios include: 

 Opening and closing the garage door 

 Controlling the home security system and getting information from the system 
delivered to the car 

 Controlling the lights 

 Controlling the home temperature  

The dominant technology platform providers, Apple, Google and Amazon are likely to be 
important in this market as they are rushing to get smart home devices into the household. 
Smart home devices have proved popular with consumers in 2017 with smart speakers from 
Amazon, Google and Sonos being adopted in their millions. Speech recognition is an 
enabling technology for these devices and there could be an opportunity for voice recognition 
biometrics to be added to the capabilities of these popular devices. Sensory Inc. has speech 
and voice recognition products and services that are currently being integrated for smart 
speakers and automobiles.  

http://www.goodeintelligence.com/
https://www.b-secur.com/
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OUTLOOK 

 
This is still an industry at the beginning of its lifecycle and there are many different options 
and scenarios that could play out. What is very clear is that biometrics for the connected car 
is not just about identity and authentication. Many of the applications and use cases that are 
referenced in the report are not identity related and as biometrics starts to be integrated in 
increasing numbers, other disruptive applications will consequently be revealed.  
 
Goode Intelligence believes that the biometrics market for the connected car has significant 
value, particularly from 2021 onwards. We forecast that by 2023 the market will be valued at 
just under one billion dollars at $969 million. 
 
 
 

 

 

 
Goode Intelligence forecasts that the revenue opportunity for 

biometric systems for the connected car industry will be valued at 
$969 million by 2023 

 

 
 
This white paper has used content from the Goode Intelligence analyst report entitled 
“Biometrics for the Connected Car – Automotive Biometrics Market Analysis and 
Forecasts 2018-2023”.  

 

http://www.goodeintelligence.com/
http://www.goodeintelligence.com/report/biometrics-for-the-connected-car-automotive-biometrics-market-analysis-forecasts-2018-2023/
http://www.goodeintelligence.com/report/biometrics-for-the-connected-car-automotive-biometrics-market-analysis-forecasts-2018-2023/


Biometrics for the Connected Car - Identifying who you are and how you are 

Goode Intelligence © 2017 P a g e  | 9 www.goodeintelligence.com 

BIOMETRICS FOR THE CONNECTED CAR – AUTOMOTIVE 

BIOMETRICS MARKET ANALYSIS AND FORECASTS 2018-2023 

The Goode Intelligence "Biometrics for the Connected Car - Automotive Biometrics Market 

Analysis & Forecasts 2018-2023" is the first report in our IoT series and covers market 

analysis and forecasts for the adoption of biometrics for the automotive industry.  

This 163 page report is packed full of detail and analysis and includes a review of current 

global adoption, market analysis including key drivers and barriers for adoption, interviews 

with leading stakeholders, technology analysis with reviews of key biometric technologies 

and profiles of companies supplying biometric systems for the automotive industry. 

The report covers the latest developments in this sector including how biometrics is 

supporting modern methods of personal transportation delivery from ride-sharing to 

autonomous cars. These include: 

• The benefits of using biometrics in the auto market 

• The technologies that will dominate  

• Disruptive business practices that biometrics could enable 

• The effect of regulation on the market 

• The sectors that will see the biggest growth 

• The vendors set to dominate the market 

• Opportunities for investment 

• Whether in-car biometrics or biometric smartphones will be the dominant method for 

access control 

Forecasts (regional and global) for in-car biometric integration, biometric smart 

mobile devices and smart wearable devices users and revenue for the six-year period 

2018 - 2023. 

 

2018 2019 2020 2021 2022 2023

Total $16.60 $84.01 $156.28 $289.46 $523.72 $968.97
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ABOUT GOODE INTELLIGENCE 

Since being founded by Alan Goode in 2007, Goode Intelligence has built up a strong 

reputation for providing quality research and consultancy services in Cyber Security 

including: 

 Biometrics 

 Mobile Security 

 Financial Services Security 

 Authentication and Identity 

 Internet of Things Security  

For more information on this or any other research please visit 

www.goodeintelligence.com.  

This document is the copyright of Goode Intelligence and may not be reproduced, 

distributed, archived, or transmitted in any form or by any means without prior written 

consent by Goode Intelligence.  
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