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METHODOLOGY 

 

Goode Intelligence (GI) conducted a survey on key aspects of mSecurity (mobile security) 

during October 2011. Key members of the Information Security and IT management 

community were invited to participate and were guaranteed anonymity and confidentiality 

regarding individual responses. Over 130 Information Security and IT management 

professionals participated in the survey. 

The participants represented a wide cross-section of sectors including finance, defence, 

government, healthcare, manufacturing, technology and telecommunications. Five regions 

around the world; Asia Pacific, European Union, Middle East, North America and Rest of 

Europe (including Russia) were represented.  

Participants ranged from senior managers to consultants and included the following roles: 

Chief Executive Officer (CEO), Chief Information Security Officer (CISO), Network Security 

Manager, Mobility Specialist, Group IT Audit Manager, Helpdesk Manager, Chief Technology 

Officer (CTO) and Chief Marketing Officer (CMO). 

This report incorporates responses from both the survey and analysis of the results by GI.   
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DEFINITION  

 

In an attempt to be inclusive, GI has created the term Smart Mobile Device (SMD). GI 

defines a SMD as a mobile device that runs a mobile platform and shares some of the base 

characteristics of mobile phones. A SMD does not necessarily have to have telephony as a 

core service, e.g. using a mobile network operator (MNO) radio network to receive and make 

calls. 

GI includes the following mobile platforms under the definition of a SMD: 

 Apple iOS; currently run on the following devices: 

o iPhone 

o iPod Touch 

o iPad 

 BlackBerry 

 Google Android 

 Symbian (Nokia) 

 Windows Mobile (all of its iterations, including WP7) 

 Other platforms include: 

o Palm/HP Webos 

o Samsung Bada  
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EXECUTIVE SUMMARY 

 

2011 has been an extraordinary year for mobile. Smartphones and tablet computers 

are having a transformational effect on the way that an organisation does business 

and manages information. There is a big question over whether information security 

professionals can keep up with the pace of change currently seen with smart mobile 

devices (SMD) and can manage the risks associated with them.  

The Third Goode Intelligence mSecurity Survey provides a snapshot of how an organisation 

views mobile security (mSecurity) and asks key questions to information security 

professionals and IT managers around the world.  Question topics included: 

 How  organisations are tackling the security problems posed by smart mobile devices 

 How  information security professionals rank the security of smartphones 

 How ready and equipped business is to deal with these unique challenges  

 The mSecurity incidents that have been reported within an organisation, including 

malware, voice interception, data loss and theft 

 Is information security ready for the explosion of smart mobile devices within the 

enterprise? 

 Is mSecurity being embedded into company information security policy? 

 The technology controls being adopted to counteract the main mSecurity threats 

 Are tablet computers such as the iPad being adopted by organisations? 

 

This vendor-independent survey also examines how smartphones like the iPhone and 

Google Android phone and tablet computers, such as the iPad and the Samsung Galaxy 

Tab, are altering the way that security professionals deal with enterprise security. 

 

This is the third consecutive year that GI has conducted its mSecurity survey.  

We hope you find the GI mSecurity Survey Report interesting and valuable. If you would like 

to discuss any aspect of the survey then please do not hesitate to contact me at 

alan.goode@goodeintelligence.com  

 

 

 
 

Alan Goode, April 2012 

Managing Director, Goode Intelligence 

  

mailto:alan.goode@goodeintelligence.com
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WHO TOOK PART 

 

A total of 134 information security and IT professionals completed the survey. 

SECTOR 

 

What Sector do you work in? 

 
 
 
 
 
 
 
The participants came from a 
wide cross-section of sectors 
including finance, defence, 
government, healthcare, 
manufacturing, technology and 
security. 
 
The largest three sectors 
represented in this survey 
were technology (35 percent), 
manufacturing (23 percent) 
government and healthcare 
(both 12 percent). Figure 1 
details the respondent sector 
breakdown. 

 
 
 
 

 
 

 
 
 

 Figure 1. Participants by Sector (percentage)  
Source: Goode Intelligence © 2012 

 

REGIONS 

 

Survey participants came from five regions around the world; Africa, Asia Pacific, European 

Union, Rest of Europe (including Russia), the Middle East and North America.  

  

Finance 
6% 

Defence 
6% 

Government 
12% 

Healthcare 
12% 

Manufacturing 
23% 

Technology 
35% 

Security 
6% 



   
 
 

GI mSecurity Survey Report  8 
 

ROLE 

 

The role of the survey respondent ranged from senior management to consultant and 

included the following: Chief Executive Officer (CEO), Chief Information Security Officer 

(CISO), Network Security Manager, Mobility Specialist, Group IT Audit Manager, Helpdesk 

Manager, Chief Technology Officer (CTO) and Chief Marketing Officer (CMO).  

ORGANISATION SIZE 

 
What is your Organisation’s size? 
 
In terms of organisational size, there was a good representation from organisations across 
the range from less than 100 employees through to global organisations with over 100,000 
employees.  
 
Figure 2 details the size of the participant’s organisation (employee numbers - 
percentage). 

 
 
 
Figure 2. Organisation Size – employee numbers (percentage)  
Source: Goode Intelligence © 2012 

 
 
 
 
 
 
 
 
 

 

  

1-100 
17% 

100-1000 
18% 

1000-10000 
35% 

10000-100000 
12% 

100000+ 
18% 
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MSECURITY POLICY, REGULATION AND STANDARDS 

 

SECURITY POLICY 

 

There have been vast improvements surrounding policy in how information security 

professionals have responded to the influx of SMDs into the workplace.  

Since GI first published the findings from the 2009 msecurity survey there has been 

a steady increase in organisations adopting specific policy that covers SMDs and in 

their awareness of security on the SMD. 

This mirrors the increased number of organisations that have generic documented security 

policies; 86 percent of survey participants now have a documented security policy compared 

to 78 percent of respondents in the 2010 survey. 

There has been steady growth in survey participants covering SMDs in their documented 

security policy since GI first undertook the survey in 2009.  

Figure 3 details the increase in the number of participants covering SMDs in their 

documented security policy over a three period, 2009-2011. 

 

Figure 3. Organisation Size – employee numbers (percentage)  
Source: Goode Intelligence © 2012 
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In the latest survey, carried out in late 2011, 67 percent of participants responded by saying 

that they had a specific documented security policy for SMDs.  

 

67% 
Over two-thirds of participants stated that they have a documented 
security policy that covers smart mobile devices – mobile phones, 
smartphones and tablets 

 

INFORMATION SECURITY STANDARDS AND FRAMEWORKS 

 

There is still a negative picture in response to the question “In your opinion, do security 

standards and frameworks such as ISO 27001/2, COBIT and Information Security Forum 

(ISF) standard of good practice adequately cover mobile phones, smartphones and tablet 

computers?” Only 14 percent stated that the standards cover mSecurity policy well. 62 

percent said that mobile was not covered at all and the remaining 24 percent were not sure.  

 

62% The percentage of organisations that believe that mobile is not 
covered in security standards and frameworks 

 

Provisions do exist but awareness is probably an issue – There are provisions in the 

Information Security policy frameworks for mobile devices that include phones and PDAs.  At 

a high-level, ISO 27002 covers mSecurity policy in 11.7.1 Mobile computing and 

communications and states that a “formal policy should be in place, and appropriate security 

measures should be adopted to protect against the risks of using mobile computing and 

communication facilities”.  Additionally, ISF covers mobile devices (PDAs) in the Standards 

of Good Practice (SoGP), specifically SM5.2.2, CB3.3.4, C12.8.6 and UE6.3.1.  

MSECURITY REGULATION 

 

Regulation plays an important and vital role in certain industries, in particular in terms of 

information security policy and the resultant technology controls that are deployed to ensure 

policy is met.   

25 percent of the participants are governed by industry regulation, 70 percent are not 

governed by industry regulation and the remaining five percent were not sure.  

25% The percentage of organisations that are governed by industry 
regulation 

 

https://www.securityforum.org/
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ACCEPTABLE USE POLICY (AUP) 

 

An AUP is an important tool in ensuring that information security policy is communicated and 

followed.  

The results from the survey indicate that mobile phone usage within an organisation is 

increasingly being incorporated into this basic of security controls with 71 percent of 

participants having an AUP that covers the mobile phone.  This is an increase from 2009 

and 2010 results (60 percent in 2009 and 67 percent in 2010). 

19 percent stated that they didn’t have an AUP for mobile and the remaining 10 percent did 

not have an AUP at all.  

71% The percentage of organisations that have an AUP that covers the 
mobile phone 

 

SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 There is an improvement in the inclusion of mobile devices within security policy, 

including the AUP 

 There are still organisations (14 percent)  that do not have a documented security 

policy 

 In the three years since the first GI survey in 2009, there has been a steady 

improvement year-on-year for including mobile devices in documented security 

policy; 46 percent in 2009, 56 percent in 2010 and increasing to 67 percent in 2011 

 The majority– 62 percent –  of information security professionals believe that mobile 

is not covered in security standards and frameworks  

 Industry regulation only governs 25 percent of the survey respondents 

 The steady increase since 2009 for mobile being covered in the acceptable use 

policy has not abated during 2011 and the good news is that 71 percent of 

participants cover mobile devices in their AUP 
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MSECURITY AWARENESS AND MOBILITY STRATEGY 

 

This section investigates awareness of mobile security within the overall security 

framework and evidence of mobility strategy with an organisation.  

On the surface, these two topics are very different. However, they are both an 

important component in ensuring that mobility is integrated into an organisation’s IT 

and security vision and strategy. 

MSECURITY AWARENESS 

 

According to the European Network and Information Security Agency (ENISA), “Awareness 

of the risks and available safeguards is the first line of defence for the security of information 

systems and networks.” 

Security awareness is a vital component of any information security strategy and aims to 

shift the attitude of employees towards security. 

Mobile must be specifically incorporated into security awareness strategy and filtered down 

into security awareness programs.  

Do you feel that the current levels of general awareness for mSecurity are adequate? 

 
 

 

 
 
 
 
 
The majority, 72 percent, of 
participants feel that the 
current level awareness for 
mSecurity is not adequate. 
 
Less than a third, 28 percent, 
feel that the current 
awareness of mSecurity is 
‘adequate’.  
 
 

Figure 4. mSecurity Awareness (percentage) 
Source: Goode Intelligence © 2012 

 

 

Yes 
28% 

No 
72% 

http://www.enisa.europa.eu/
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  GI Opinion  
 

A total of 72 percent of participants believe that the current levels of mSecurity 
awareness are not adequate. This is poor and must change if organisations are to 
adopt smart mobile devices for business use. GI believes that a mind-set change 
has to occur in the use of SMDs. These devices are not just phones they are data-
centric mini computers that can run code and access IP networks – they can also 
make and receive telephony calls. 
 
 

MOBILITY STRATEGY 

 

With the migration of IT services to smart mobile devices, organisations need to develop 

mobility vision and strategy that dovetails into existing high-level IT and business strategy. 

GI wanted to determine whether organisations had developed a mobility strategy or were 

just reacting to the explosion of SMDs into the workplace. 

Does your organisation have a mobility strategy? 

 
More than half; 57 
percent, of 
respondents 
already have a 
mobility strategy. 
 
A third of 
respondents; 33 
percent, do not 
currently have a 
mobility strategy. 
 
The remaining 10 
percent were not 
sure whether they 
had a mobility 
strategy. 
 

 
Figure 5. Mobility Strategy (percentage) 

Source: Goode Intelligence © 2012 

Yes 
57% 

No 
33% 

Not sure 
10% 
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  GI Opinion  
 

This is a very positive statistic. 57 percent of polled organisations have already 
developed a mobility strategy. GI feels that a well-researched mobility strategy that 
engages all of the major stakeholders within an organisation is a key prerequisite in 
today’s mobility-focused society. We cannot ignore the trends of bring your own 
device (BYOD) and the consumerisation of IT (CoIT). 
 
 

SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 The perception amongst the survey respondents is that current levels of mobile 

security awareness are poor with 72 percent stating that the current level awareness 

for mSecurity is not adequate 

 Organisations are well on the road to mobility with 57 percent of respondents saying 

that they had already developed a mobility strategy. That is very welcome news for 

the industry. The big question, however, is whether these strategies turn out to be 

effective in managing SMDs within organisations and creating a framework where 

business demands are intertwined with sound security practice 
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MSECURITY EDUCATION 

 

Where do information security professionals go to educate themselves about mSecurity?  

Participants ranked their preferred source in preference and the results are detailed in figure 

6. 

Figure 6. Where do you find information regarding mSecurity threats? 

 

Source: Goode Intelligence © 2012 

 

GI Opinion  

 

It is interesting that internet search is the number one source for education on mobile 
security and technology partners and mobile network operators are lower down the 
scoring.  GI believes that this will change as strategic partners’ skill up in mobility 
and begin to offer valuable insight and leadership in this transformational industry. 
 
 

  

1. Internet Search 
2. Industry Press 
3. Analyst Reports 
4. Industry Expert 
5. Technology Partner 
6. Mobile Network 

Operator 
7. Other 

1. Social Media 
2. Hacking 

Events 
3. Social Media 

(Twitter) 
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MSECURITY AND MOBILITY TRENDS 

 

Increasing mobility is viewed as one of the key transformational IT trends and is 

linked to a number of other trends that is re-shaping the way we create and consume 

digital information. These accompanying trends include: 

 Consumerisation of IT (CoIT) 

 Bring your own device (BYOD) 

 Cloud computing  

 Big data 

The GI mSecurity survey covers a number of these trends, in particular CoIT and 

BYOD. 

Related to these trends, the survey results answered a number of key questions that include: 

 Procurement: Is it still the preserve of office management to procure mobile devices? 

 Management and support: Is IT getting to grips on mobility? 

 Smartphone adoption: Have new entrants to the smartphone market, such as Apple’s 

iPhone, been successful in displacing BlackBerry and Windows Mobile phones as 

the dominant platform within organisations? 

 The rise of the Tablets: Are Tablets, in particular Apple’s iPad, being adopted in 

significant numbers? 

 Security ranking of mobile platforms: Information Security and IT management rank 

the competing mobile platforms – who are the winners and losers? 

 CoIT and BYOD: What effect is technology consumerisation having within 

organisations? Are they managing the BYOD trend, e.g. company use of personal 

devices and personal use of company devices? 

 Mobile Device Management (MDM): What are the adoption rates for MDM solutions? 
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PROCUREMENT – WHO IS RESPONSIBLE FOR PURCHASING SMART 

MOBILE DEVICES? 

 

In 2009 when the first GI mSecurity survey was completed the function of office procurement 

was responsible for 62 percent of all mobile phone purchases (and similar devices) in 

organisations. IT was responsible for just 39 percent of all mobile phone purchases. By 2011 

these figures have been dramatically reversed with office procurement now responsible for 

just 22 percent of SMD purchases and IT is now the dominant influencer in the purchase of 

these devices with responsibility for 61 percent of purchases.  

61% The percentage of IT departments that are responsible for the 
purchase of smart mobile devices  

 

GI Opinion  

 

This is a complete reversal in responsibility for the procurement of mobile devices 
from office management (a function historically responsible for the purchase of office 
supplies including paper) to IT. GI believes that this is a result of two trends: 

1. The phone is no longer a phone –  it’s a computer 
2. BYOD: Organisations are purchasing less phones 
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MANAGEMENT AND SUPPORT 

 

With mobile phones evolving into smart mobile devices where data is equally as important 

as voice, the management and support of these devices becomes more critical. As a result, 

there are direct implications for information security and IT functions. 

In answer to the survey question “Who is responsible for managing a mobile phone once it is 

purchased and deployed within an organisation?” 88 percent of respondents stated that it 

was the responsibility of the IT function. The remaining 12 percent were using the services of 

a third-party mobile phone support company to provide this management and support 

service. 

  

Figure 7. Management and support (percentage) 
Source: Goode Intelligence © 2012 

GI Opinion  

 

Again, we are seeing a complete reversal in who is responsible for managing and 
supporting mobile devices. Since 2009, when 47 percent of respondents stated that 
IT was responsible for mobile management, IT has become more involved in the full 
lifecycle of mobile device management. From procurement, to management and 
support, the IT function is now the dominant force for all things mobile.  
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SMARTPHONE ADOPTION 

 

We have a new ‘king’ of the mobile platforms this year. Apple iOS has toppled RIM’s 

BlackBerry to become the dominant mobile platform within organisations around the 

world. Goode Intelligence believes that a number of factors have led to this 

remarkable change in status including the rise of the Bring Your Own [mobile] Device 

(BYOD) trend and Apple increasing the enterprise capability of iOS.  

Unlike the majority of analyst smartphone figures that are published, usually related to 

forecasts of new sales (shipments); GI’s figures detail actual smartphone adoption within an 

organisation. 

Figure 8: What mobile platforms are being used within your organisation? 

 

Figure 8. Mobile platform Adoption (percentage) 
Source: Goode Intelligence © 2012 
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GI Opinion  

 

There are two major winners here; clearly Apple iOS and also Google’s Android 
platform. In our mSecurity 2010 survey, Android was present in a mere 16 percent of 
organisations. This figure has shot up to 65 percent of organisations, overtaking 
Windows Phone (41 percent) and Symbian (24 percent). If this trend continues in 
2012 then we predict that Android will be vying with iOS for the most dominant 
mobile platform.  
 

 

  



   
 
 

GI mSecurity Survey Report  21 
 

TABLET ADOPTION – THE RISE OF THE TABLETS 

 

Since Apple launched its first generation iPad tablet during April 2010, tablet 

computers running mobile operating systems have recorded phenomenal sales 

growth. According to Apple, in the final quarter of 2011, iPad sales grew by 111 

percent (year on year) by selling 15.43 million iPads.1 The Apple iPad, now on its 

third generation device, is arguably the biggest tablet seller. However, other 

platforms, most notably Android-based devices, have started to erode Apple’s 

market share. According to IDC, in the final quarter of 2011 Android’s percentage of 

the tablet market had risen to 44.6 percent (up from 32.3 percent in Q3). IDC stated 

that overall tablet sales for the final quarter in 2011 were 28.2 million units, up from 

15.8 million units in the third quarter.2 

These devices are not just being used for consumer purposes. Either through the trend of 

BYOD or through organisations directly purchasing tablets, organisations are quickly 

adopting these devices.  

The survey polled organisations in an attempt to quantify current levels of tablet adoption.  

The 2010 survey results were staggering in that 40 percent of organisations had adopted 

tablet devices. The 2011 are as remarkable with nearly two-thirds, 65 percent, of 

respondents stating that they have adopted tablet devices.  

Figure 9: Has your organisation adopted tablet computers that run mobile platforms? 

 

Figure 9. Tablet Adoption (percentage) Source Goode Intelligence © 2012  

                                                
1
 http://www.apple.com/pr/library/2012/01/24Apple-Reports-First-Quarter-Results.html 

2
 http://www.idc.com/getdoc.jsp?containerId=prUS23371312 

http://www.apple.com/pr/library/2012/01/24Apple-Reports-First-Quarter-Results.html
http://www.idc.com/getdoc.jsp?containerId=prUS23371312
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SECURITY RANKING OF MOBILE PLATFORMS 

 

Security is an important feature when using a smartphone for business. The survey 

has revealed that more and more organisations are factoring in mobile when 

developing security strategy and policy. Business use of mobile devices must now 

incorporate support for security policy.  

RIM’s BlackBerry devices have traditionally been chosen as devices that tick all of the boxes 

for security compliance. However, the platform has been losing market share – not just for 

consumer but also for business use. Is this a result of other platforms being considered to be 

as, or more, secure then BlackBerry?  

GI asked the question “In your opinion, how would you rank the security of the mobile 

platforms (on a scale of 1-5 where 1 is high and 5 is low)? 

Based on the rankings3 chosen by the participants GI has ordered the major smartphone 

platforms from one to five (one being the highest and five being the lowest ranked). 

Surprisingly, BlackBerry has been toppled as the mobile platform that is considered to be 

‘more’ secure. The winner is Apple iOS. This is very worrying for RIM as security is 

something that has been considered to be its USP. Even more surprising is that fact that, 

despite all of the negative security stories that Android has suffered, Google’s mobile 

platform is a close third behind BlackBerry. It is worrying for Microsoft that its platform is 

ranked fourth with Symbian being ranked last (fifth).  

Figure 10. Summary of mobile platform security rankings

 

Figure 10. Mobile Platform Security (rankings)      Source: Goode Intelligence © 2012 

                                                
3
 It is important to note that this measurement is based on perception rather than a ranking against a strict set of 

criteria.  Vulnerabilities are patched by handset manufacturers and software upgrades introduce enhanced 

security services and features. 
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CONSUMERISATION 

 

There is no denying that the trend of Consumerisation of IT (CoIT) and bring your 

own device (BYOD) is with us and here to stay. For the second consecutive year a 

little over two-thirds (71 percent) of survey respondents answered yes to the 

question “Does your organisation allow staff-owned/personal mobile devices to be 

used for company business?” The key question is; are these devices, and the 

company data that is being generated and stored on them, being adequately 

protected?  

BYOD brings many benefits to companies and their employees alike; it is democratising 

mobility within the workplace by allowing employees that have never been issued with a 

company mobile device access to company IT resources including email. However, if these 

devices are not adequately managed and protected then there are tangible security risks to 

both the employee and the organisation.  

These risks are highlighted by the fact that 47 percent of organisations allow their users to 

store company data on their personally-owned mobile device and half of these do not protect 

this data by using encryption.  

In answer to the question “Does your organisation allow staff-owned/personal smartphones 

to be used for company business?” 71 percent said yes. This figure has largely remained 

unchanged in the three years that Goode Intelligence has been carrying out these surveys; 

65 percent in 2009 and 70 percent in 2010. 

 

An alarming figure from the 2011 survey data is that 47 percent of respondents allow their 

users to store company data on their personally-owned mobile devices but only half of them 

– 50 percent – are protecting the information on them through encryption. This is an 
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improvement on the 2010 figures where just 36 percent of respondents were using mobile-

based encryption features to protect business-data on personally-owned devices. 

Although the 2011 figures are an improvement on previous year’s results, it is still alarming 

that half of the respondents that allow company data to be stored on personal devices are 

not protecting their data adequately through encryption. In an age where company / brand 

reputation is important, it just takes one mobile device to be lost or stolen that contains 

company-sensitive information for a serious PR disaster to occur. 

 
There are potentially hundreds of thousands of personally-owned mobile devices storing 
company-sensitive data on them but without using adequate controls to protect that data 
 
 

71% The true extent of BYOD: The figure for organisations that allow their 
employees to use their own mobile devices for company business 

 

GI Opinion  

 

Two-thirds of organisations are supporting the trend of BYOD in one way or another. 
IT and Information Security functions cannot halt this movement. Instead, they need 
to embrace it and bring it out of the shadows through policy enforcement, 
management, and technology controls.  
 
Mobile Device and Application Management (MDM/MAM) products go some way to 
resolve the issue of how an organisation manages BYOD and there are plenty of 
products to choose from. GI sees a rush for organisations to deploy technology that 
enables BYOD in a secure manner. 
 

 

The next section investigates the level of MDM adoption within organisations.  
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MOBILE DEVICE MANAGEMENT (MDM) ADOPTION 

 

 

 

Mobile device management (MDM) allows an organisation to regain control over 

mobile devices that may have been operating outside of the jurisdiction of IT and 

Information Security.  

The twin trends of CoIT and BYOD have enabled employees to access company 

networks, to access and store company-owned data on personal devices that an 

organisation has little or no visibility on.  

MDM allows an organisation to control both personally-owned and company-issued 

devices and to set, and enforce, the security policy accordingly. 

To better understand the current adoption rates of mobile device management products and 

services GI asked the question “do you manage company-owned mobile devices using a 

mobile device management product or service?” The results are covered below in figure 11. 
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Do you manage company-owned mobile devices using a mobile device management 

product or service? 

 
 
Figure 11. Mobile (Security) Device Management (MDM) adoption (percentage) 
Source: Goode Intelligence © 2012 

 
42 percent of 
organisations have 
adopted MDM 
solutions to manage 
mobile devices.  
 
Additionally, just 
under one quarter, 
24 percent, of 
participants are 
planning to deploy a 
MDM solution.  
 
This is encouraging 
news but that still 
leaves over one third 
(34 percent) of 
organisations without 
a solution to manage 
and control their 
smart mobile device 
assets.  
 

 

MDM adoption is growing: There has been an increase in the number of 

organisations deploying MDM solutions from the 2010 survey results. In 2010 35 percent of 

respondents answered ‘yes’ to the question “do you manage company-owned mobile 

devices using a mobile device management product or service?”. In 2011 this figure has 

risen to 42 percent indicating a steady growth in the market for MDM products and services. 

The survey figures also indicate that during 2012, the MDM market will grow further as three-

quarters, 75 percent, of the respondents indicated that they “are planning to deploy MDM 

during 2012”. 

 

75% The percentage of organisations that are planning to deploy MDM 
during 2012 

 

  

Yes 
42% 

Not at the 
moment but 

planning to do 
so 

24% 

No 
34% 



   
 
 

GI mSecurity Survey Report  27 
 

If MDM has not been deployed, then why is this? 

 
 
Figure 12. Reasons why MDM has not been deployed (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
 
There are doubts over 
the effectiveness of 
MDM solutions with 
50 percent stating that 
‘device management 
tools are not 
adequate’. 
 
Another 33 percent 
believe that there is 
‘no business reason 
to allow’. 
 
The remaining 17 
percent state that 
‘device management 
tools are ‘too costly’.  
 

 

 

50% The percentage of organisations that believe that MDM tools are 
“not adequate” 
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Do you perceive that smartphone device management (MDM) within the enterprise is a 

problem? 

 
 
 
 
Figure 13. Is Smartphone device management (MDM) a problem within the enterprise 
(percentage) 
 
Source: Goode Intelligence © 2012 

The majority of 
participants believe 
that mobile device 
management is a 
problem within the 
enterprise with 59 
percent saying ‘yes’. 
 
The remaining 41 
percent state ‘no’.  
 
This figure is very 
close to the 42 
percent of 
organisations that 
have deployed a 
third-party MDM 
solution indicating 
that those answering 
‘no’ feel that by 
adopting MDM it has 
solved their mobile 
device management 
problem. 
 

 

59% The percentage of organisations that perceive that mobile device 
management within the enterprise is a problem 
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TRENDS SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 The IT function is increasingly responsible for the procurement of business-owned 

mobile devices with 61 percent of organisations now responsible for sourcing and 

purchasing these devices 

 IT has also largely taken over the responsibility for mobile device management and 

support with 88 percent of respondents saying that IT manages their mobile devices 

 It’s good news for Apple and Google (Android) but bad news for RIM (BlackBerry) in 

terms of platform adoption within the workplace. Apple iOS takes the crown of most 

popular platform with 77 percent of organisations adopting it. BlackBerry has dropped 

down to the number two slot with 70 percent adoption, followed by Android with 65 

percent 

 Rise of the Tablets - GI’s 2010 survey results were staggering in that 40 percent of 

organisations had adopted tablet devices. The 2011 results are as remarkable with 

nearly two-thirds (65 percent) of respondents stating that they have adopted tablet 

devices 

 GI predicted in 2011 that BlackBerry may lose its dominance in the enterprise market 

and this was confirmed in that the once dominant enterprise mobile tool has again 

slipped off the top of the rankings and this time in one of its core competencies, 

security. The security rankings of mobile platforms resulted in Apple iOS being voted 

the winner with BlackBerry a surprise second. Even more surprising is that despite 

the constant barrage of news stories about Android’s security weaknesses Google’s 

mobile platform has been voted the third most secure platform, in front of both 

Windows Phone and Symbian. GI expects further slippage from the Canadian-based 

OEM throughout 2012 and into 2013 

 The twin trends of CoIT and BYOD are creating problems for information security and 

IT functions. Over two-thirds (71 percent) of organisations are allowing BYOD with 

employees using personally-owned devices for business purposes. 47 percent of 

these are allowing business data to be accessed and stored on these devices with an 

alarming 50 percent of these not protecting data through encryption 

 The good news is that an increasing number of organisations (42 percent) have 

already deployed Mobile Device Management (MDM) technology. This is up from the 

35 percent of organisations who had deployed MDM in 2010 (GI mSecurity 2010 

survey report figure) 

 

 

59 percent of respondents feel that managing mobile devices is a problem  
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SMART MOBILE DEVICES AND NETWORK ACCESS 

 

Trends such as BYOD and CoIT where employees are bringing in their own mobile 

devices to work and expecting to connect them to the network are putting pressure 

on IT and IT security functions.  

Smart mobile devices, including smart phones and tablets, are increasingly being 

used as a business tool with a growing number of employees requiring access to 

email, calendar and bespoke work applications both on the move and within the 

office environment.  

This section investigates the current information security position for using smart mobile 

devices to access company network infrastructure (employee, consultant and trading partner 

etc.). This can include the following scenarios: 

 Local Network Access; e.g. a mobile device using enterprise WiFi network within 

the company premises (the office) 

 Remote Network Access; e.g. a mobile device either using a public WiFi access 

point (in a hotel or airport lounge etc.) or a mobile network operator’s data network 

(4G (where available), 3G and HSDPA etc.) 
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LOCAL NETWORK ACCESS 

 

To what extent are smart mobile device users being allowed to connect through to their 

organisations’ local network on both company-provided and personally-owned devices? 

Do you allow smart mobile devices to connect to your local network? 

 
  
Figure 14. Smart mobile device connectivity to local networks (percentage) 
Source: Goode Intelligence © 2012 
 

 
 
 
 
Just over half, 53 
percent, of 
participants allow 
SMDs to connect to 
the local network. 
This is actually a 
decrease from the 
2010 figure of 61 
percent. 
 
35 percent of 
organisations do 
not allow SMDs to 
connect and the 
remaining 12 
percent stated ‘not 
at the moment but 
planning to do so’. 
 

 

 

53% The percentage of organisations that support smart mobile devices 
on their local data network. 
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Of the 13 percent of participants that stated that they currently did not support SMDs on their 

local network but were planning to do so, 50 percent were planning to support them during 

2012 and the remaining 50 percent were ‘not sure’. 

26 percent of organisations that responded with a ‘no’ to the question “Do you allow smart 

mobile phones to connect to your local network?” also gave their reasons why they didn’t 

allow access. The following table, figure 15, details these reasons.  

Figure 15. “Why don’t you allow connectivity to your network locally?” 

50 percent Policy prevents connectivity 

17 percent Security and management tools are not adequate 

33 percent No business reason to allow 
Source: Goode Intelligence © 2012 
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REMOTE NETWORK ACCESS 

 

In today’s “always on always connected” society the ability to access company resources on 

powerful smart mobile devices whilst on the move is now not a nice to have but a must have. 

GI wanted to discover whether organisations were keeping up their users’ demands for 

mobile network access whilst away from the place of work. 

Do you allow smart mobile devices to connect to your network remotely? 

 
  
 
Figure 16. Smart mobile device connectivity to remote networks (percentage) 
Source: Goode Intelligence © 2012 

 
Well over two-
thirds, 76 
percent, of 
participants allow 
SMDs to connect 
to the network 
remotely. This is 
a significant 
increase to the 
2010 GI survey 
when only 44 
percent allowed 
users to do so.   
 
12 percent of 
organisations do 
not allow SMDs 
to connect and 
the remaining 12 
percent stated 
‘not at the 
moment but 
planning to do 
so’. 
 

 

76% The percentage of organisations that allow smart mobile devices to 
connect remotely to their data network  
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GI also asked the question to those participants (39 percent) that responded with a ‘no’, ‘why 

is this?’ (Why don’t you allow connectivity to your network remotely?). The answers are 

summarised in the table, figure 17, below: 

Figure 17. “Why don’t you allow connectivity to your network remotely” 

34 percent Security and management tools are not adequate 

33 percent Policy prevents connectivity 

33 percent Other 
Source: Goode Intelligence © 2012 
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SMARTPHONE VIRTUAL PRIVATE NETWORK (VPN) USAGE 

 

It is usual company policy to secure the network between remote connected devices and the 

company’s infrastructure. It is also normal for Virtual Private Network (VPN) clients to be 

installed on company-issued laptops and netbooks that create a secure tunnel from the 

endpoint into an organisation’s network. As today’s smart mobile device is essentially a mini-

computer GI wanted to discover whether the same levels of protection were being adopted 

by organisations on smart mobile devices remotely connecting into the network. 

Do you use a VPN client on Smart Mobile Devices? 

 
 
 
 
 
 
 
The vast majority, 77 
percent, stated that they 
currently use a VPN 
client on smart mobile 
devices. This is a 
significant rise from the 
2010 figure of 50 
percent.  
 
Only 8 percent are not 
deploying VPN clients to 
mobile devices and the 
remaining 15 percent 
are ‘not sure’. 

 
 

Figure 18. Smart Mobile Device VPN adoption (percentage) 
Source: Goode Intelligence © 2012 

 

77% The percentage of organisations that do not utilise VPN clients on  
smart mobile devices when accessing company networks remotely 
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SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 Just over half (53 percent) of participants allow SMDs to connect to the local network. 

This is actually a decrease from the 2010 figure of 61 percent 

 There has been an increase in allowing smart mobile devices to connect to a network 

remotely with 76 percent of organisations now permitting remote network access 

 There has also been an increase in those organisations that have deployed VPN 

technology to the mobile endpoint with well over two-thirds (77 percent) supporting 

this important security solution 
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SMART MOBILE DEVICES AND DATA  

 

This section of the third GI mSecurity survey covers smart mobile devices, both 

personally-owned and company-purchased, and data. Organisations are allowing 

their employees to access their network either within the office or remotely, usually 

through a VPN. Once connected to the network what can these devices access and 

are employees allowed to retrieve and store company data on them?  

This section analyses the survey data for how organisations are dealing with data on smart 

mobile devices; what is being allowed to be stored on both company-issued and personal 

devices, how data is being protected if it is allowed to be stored on the device and how 

organisations perceive the current levels of threat from unauthorised loss of data 

(information). 

DATA STORAGE 

 

If a smart mobile device is lost or stolen then there is a risk that any data residing on it could 

fall into the wrong hands. When this data is company-sensitive then this problem is 

compounded.  

The problem applies to both company-owned and personally-owned smart mobile devices 

and both pose a significant problem for information security and IT management functions. 
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COMPANY-OWNED DEVICES 

 

Do you allow your users to store company data on their company-owned smart 

mobile devices? 

 

 
  
 
 
 
Figure 19. Data stored on company-owned smart mobile devices (percentage) 
Source: Goode Intelligence © 2012 

 
 
There has been a shift 
in policy from the 2010 
survey.  
 
In 2010 the vast majority 
of respondents, 73 
percent, stated they 
allowed their users to 
store company data on 
their company-owned 
mobile devices. In the 
latest survey, 2011, this 
figure has dropped to 35 
percent. 
 
The majority of 
respondents, 59 
percent, now do not 
allow data storage on 
these devices. 
 
A small number, 6 
percent, were ‘not at the 
moment but planning to 
do so’. 
 

 

 

59% The percentage of organisations that allow data storage on company-
owned smart mobile devices 
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GI also asked the question to those participants (59 percent) that responded with a ‘no’, ‘why 

is this?’ (Why don’t you allow users to store data on their company-owned smart mobile 

devices?). The answers are summarised in the table, figure 20, below: 

Figure 20. “Why don’t you allow users to store data on their company-owned smart 
mobile devices?” 

40 percent No business reason to allow 

30 percent Policy prevents connectivity 

30 percent Security and management tools are not adequate 
Source: Goode Intelligence © 2012 

GI Opinion  

 

You would think that that as more mobile devices are used within organisations and 
are allowed to connect to the network then you would see a parallel increase in the 
percentage of organisations allowing business data to be stored on them. The 
figures do not reflect this point of view. GI believes that there are a number of 
reasons, in addition to those stated by the respondents, to explain this: 

 More organisations now have specific security policy for mobile devices and 
this may include not allowing company-sensitive data to be stored on them 

 It seems that a proportion of businesses are not yet aware of the benefits of 
using mobile devices 

 A number of businesses believe that security and management tools are not 
good enough to protect their data whilst stored on mobile devices 
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MOBILE BYOD - PERSONALLY-OWNED DEVICES 

 

Do you allow your users to store company data on their personally-owned smart 

mobile devices? 

 
 
Figure 21. Data stored on personally-owned smart mobile device (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
There is an equal 
split between those 
organisations that 
allow company data 
to be stored on 
personally-owned 
mobile devices and 
those that don’t, with 
47 percent answering 
‘yes’ and 47 percent 
answering ‘no’.  
 
From the 2010 
figures there is very 
slight change with 48 
percent answering 
‘yes’ and 52 
answering ‘no’. 
 
The remaining 6 
percent responded 
with ‘not at the 
moment but planning 
to do so’.  

 

47% The percentage of organisations that allow data storage on 
personally-owned (mobile BYOD) smart mobile devices 

 

GI also asked the question to those participants (47 percent) that responded with a ‘no’, ‘why 

is this?’ (Why don’t you allow users to store data on their personally-owned smart mobile 

devices?). The answers are summarised in the table, figure 22, below: 

Figure 22. “Why don’t you allow users to store data on their personally-owned smart 
mobile devices?” 

38 percent Policy prevents connectivity 

37 percent No business reason to allow 

25 percent Security and management tools are not adequate 
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DATA ENCRYPTION 

COMPANY-OWNED DEVICES 

 

Do you encrypt the data on company-owned smart mobile devices? 

 
 

 
  
 
Figure 23. Data Encryption for company-owned smart mobile devices (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
 
Just over two-thirds, 
67 percent, of 
respondents are 
protecting the data 
stored on company-
owned mobile 
devices. This is a 
significant rise from 
the figure of 44 
percent recorded in 
the 2010 survey – 
good news.  
 
Equally good news is 
that no one 
responded with a ‘no’ 
with the remaining 33 
percent answering 
‘not at the moment 
but planning to do 
so’. 
 
 
 

 

67% The percentage of organisations that protect data through encryption 
on company-owned smart mobile devices 
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On company-owned mobile devices is the encryption performed by a standard mobile 

platform solution, e.g. BlackBerry or Apple iOS encryption, or a third-party product? 

 
 

 
  
 
Figure 24. How is data encrypted on company-owned smart mobile devices 
(percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
 
 
 
Over two-thirds, 71 
percent, of 
respondents are 
using the standard 
mobile platform 
encryption solution 
as opposed to a 
solution provided by 
third-party 
technology vendor. 
 
The remaining one-
third, 29 percent, is 
using a third-party 
encryption product or 
service. 
 
 
 

 

71% 
The percentage of organisations that protect data through standard 
mobile platform encryption features on company-owned smart mobile 
devices 
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GI also asked the question to those participants (71 percent) that responded with a ‘yes, part 

of the standard mobile platform encryption’, ‘why is this?’ The answers are summarised in 

the table, figure 25, below: 

Figure 25. “Why don’t you allow users to store data on their personally-owned smart 
mobile devices?” 

40 percent Platform encryption is adequate for our needs 

40 percent Not sure 

20 percent Other (including “tools not implemented”) 
Source: Goode Intelligence © 2012 

GI additionally asked the question to those participants (22 percent) that responded with a 

‘no’, ‘why is this?’ (Why don’t you encrypt company data on company-owned smartphones?) 

The answers are summarised in the table, figure 26, below: 

Figure 26. “Why don’t you encrypt company data on company-owned smartphones?” 

33% Not sure 

22% No threat of loss of information from mobile 
phones 

22% Too difficult to deploy 

11% No available products 

11% Other (includes ‘no sensitive data accessed 
by devices’) 

Source: Goode Intelligence © 2012 

 

GI Opinion  

 

It is worrying that there are still organisations that are not protecting their data on 
company-owned mobile devices. This concern is compounded by analysing the 
reasons why they do not. 22 percent of those that do not encrypt the data believe 
that there is “no threat of loss of information from mobile phones”. This is a 
fallacy. Phones are easily lost and stolen and there are increasing numbers of 
mobile malware that intent is to target corporate devices to steal information. 
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MOBILE BYOD - PERSONALLY-OWNED DEVICES 

 

Do you encrypt the data on personally-owned smart mobile devices? 

 
 
 
 
Figure 27. Data Encryption for personally-owned smart mobile devices (percentage) 
Source: Goode Intelligence © 2010 
 
 

 
There is a 50/50 split 
between those 
organisations that 
encrypt data on 
personally-owned 
mobile devices and 
those that don’t. On 
the surface this is a 
worrying statistic as 50 
percent of 
organisations not 
protecting company 
data is too high. 
 
However, it is an 
improvement from the 
2010 survey figures 
where only 36 percent 
of organisations were 
protecting company 
data on these devices. 
The improving status 
is additionally 
compounded by the 
fact that 37 percent of 
respondents are 
planning to do so. Only 
13 percent responded 
with a ‘no’. 
 
 
 

50% 

 
The figure for organisations that allow their users to store company 
information on smart mobile devices and do NOT encrypt that data.  
 
There has been an improvement in this situation since the last survey 
was carried out in 2010 but those 37 percent who responded with ‘not 
at the moment but planning to do so’ must act on this positive 
statement and actually protect their data. 
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SECURITY THREATS FROM UNAUTHORISED LOSS OF 

INFORMATION FROM SMART MOBILE DEVICES 

 

Smart mobile devices are vulnerable to loss and theft and that means any data that 

is stored on the device could be exposed. With the trend of mobile BYOD, this does 

not just affect company-owned mobile devices. If company data is being stored on a 

personally-owned device then that data could be compromised with the result being 

a significant security problem. 

GI wanted to discover whether any of the organisations that were polled in the 

survey had any evidence of information loss from smartphones.  

Has your organisation experienced unauthorised loss of information from a smart 

mobile device? 

 
 
 
 
Figure 28. Unauthorised loss of information from a smart mobile device (percentage) 
Source: Goode Intelligence © 2012 
 
 

The majority of 
participants, 65 
percent, have not 
‘experienced 
unauthorised loss of 
information from a 
smart mobile device’. 
 
A relatively large 
percentage, 29 
percent, was ‘not 
sure’.  This could point 
to a visibility problem 
in possibly not having 
the management tools 
to know whether 
information (data) has 
been lost from these 
devices. 
 
The remaining 6 
percent had 
experienced 
unauthorised loss of 
information from a 
smartphone. 
 

 

6% The percentage of organisations that had evidence of unauthorised 
loss of information from smart mobile devices 
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MOBILE DATA LOSS THREAT PERCEPTION 

 

The survey investigates two things associated with mobile data loss threat perception: 

 The current threat perception from mobile data loss 

 The threat perception from mobile data loss in two years (by the end of 2013) 

In your opinion, what is the current threat from unauthorised loss of information from 

a smart mobile device? 

 
Figure 29. Unauthorised loss of information from a smart mobile device current threat 
perception (percentage) Source: Goode Intelligence © 2012 

 
 

 
 
 
 
The majority of 
participants, 41 
percent, believe that 
there is currently a 
‘high’ risk from 
unauthorised loss of 
information from a 
smart mobile device. 
 
Another 35 percent 
believe the risk to be 
‘low’ and the remaining 
24 percent perceive 
that there is a 
‘medium’ risk.  

 

 

41% 
The percentage of organisations that believe that the risk is currently 
‘high’ from unauthorised loss of information from a smart mobile 
device 
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In your opinion, what is the future threat (2011-2013) from unauthorised loss of 

information from a smart mobile device? 

 
Figure 30. Unauthorised loss of information from a smart mobile device future (2011-
2013) threat perception (percentage) Source: Goode Intelligence © 2012 

 
 

 
 
The majority of 
participants, 46 
percent, believe that 
there is currently a 
‘very high’ risk from 
unauthorised loss of 
information from a 
smart mobile device.  
 
A further 6 percent 
responded with a ‘high’ 
risk. This means that 
48 percent of 
respondents believe 
that the future threat 
will either be ‘very 
high’ or ‘high’. 
 
Another 35 percent 
believe the risk to be 
‘medium’ and the 
remaining 18 percent 
perceive that there is a 
‘low’ risk.  
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The percentage of organisations that believe that the future risk will  
be ‘very high’ from unauthorised loss of information from a smart 
mobile device 
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SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 There has been a reduction in the number of organisations that are allowing their 

users to store company data on company-owned mobile devices. In 2010 the vast 

majority of respondents, 73 percent, stated that were allowing their users to store 

company data on their company-owned mobile devices. In the latest survey, 2011, 

this figure has dropped to 35 percent 

 A number of businesses believe that security and management tools are not good 

enough to protect their data whilst stored on mobile devices 

 A small number of organisations (6 percent) are seeing evidence of unauthorised 

loss of information from their mobile devices  

 67 percent of organisations are protecting company data on company-issued mobile 

devices through encryption 

 An increased percentage, 29 percent, of organisations are turning to third-party data 

encryption products and services to protect company information stored on mobile 

devices 

 41 percent of respondents believe that there is currently a ‘high’ risk of unauthorised 

loss of data from a mobile device 

 The threat perception goes up when organisations are asked to predict the level of 

future threat  (2011-2013) with 41 percent stating that there will be a ‘very high’ risk 

of unauthorised loss of data from a mobile device 
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GOODE INTELLIGENCE THREAT RATING – DATA LOSS 

CURRENT (2011) THREAT RATING 

Based on the results of the GI mSecurity 2011 Survey, GI is giving a threat rating of orange 

(medium threat rating) for the current threat of loss of data from a mobile device. 

 

 

GI Security Threat Rating 2011: Orange  
 
Medium risk of loss of data from a mobile device 

 

SHORT-TERM FUTURE (2011-2013) THREAT RATING 

Based on the results of the GI mSecurity 2011 Survey, GI is giving a threat rating of red 

(low-to-medium rating) for the short-term future (within two years 2011-2013) threat of loss of 

data from a mobile phone. 

  
 

 

 
 
 
 
GI Security Threat Rating 2011-2013: Red  
 
High risk of loss of data from a mobile device 
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SMART MOBILE DEVICES AND VOICE 

 

There have been a number of well-publicised attacks on the GSM encryption 

algorithms that have allowed security researchers to compromise the network and to 

intercept voice and SMS text message traffic. What has the impact been of these 

vulnerabilities on how organisations view mobile voice security? 

As a result of these vulnerabilities and to ensure that company voice traffic is not 

compromised, either by unauthorised users or state-owned telephony organisations 

there are a number of products and services that protect voice communication over 

the mobile IP channel. These are either hardware or software based. 

Does your organisation currently use voice encryption products on company-owned 

mobile devices to protect voice calls against the threat of eavesdropping? 

 
 
 
 
 
 
Figure 31. Voice encryption for mobile devices (percentage) 
Source: Goode Intelligence © 2012 

Mobile voice 
encryption remains a 
niche service. One that 
is growing.  
 
There has been an 
increase in the number 
of organisations that 
have adopted mobile 
voice encryption 
products in the year 
from 2010-2011.  
 
In 2010 4 percent 
stated that they were 
using mobile voice 
encryption and this 
figure had increased to 
12 percent – a three-
fold increase.  
 
However, the vast 
majority of 
participants, 82 
percent, do not 
currently use products 
that protect their 
smartphones against 
the threat of 
eavesdropping.  
 
The remaining 6 were 
‘not sure’.  
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Why are you not using smart mobile device voice encryption products? 

 
Figure 32. Reasons why smart mobile device voice encryption products are not being 
deployed (percentage) Source: Goode Intelligence © 2012 

 
 
 
 
Of the 82 percent of 
organisations that 
responded with ‘no’ 
in answer to the 
question ‘Do you 
use smartphone 
voice encryption 
products?’ 36 
percent responded 
by stating that there 
was ‘no threat’ of 
voice of 
eavesdropping on 
mobile devices.  
 
29 percent have ‘no 
business need’ 
whilst 14 percent 
feel that there are 
‘no available 
products’. 
 
7 percent believe 
that it is ‘too difficult 
to deploy.’ 7 
percent are ‘not 
sure’ and the 
remaining 7 percent 
cited ‘other’ 
reasons.  

 

SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 There has been growth in the adoption of mobile phone voice encryption products 

and services with a 200 percent increase from 2010-2011 (4 percent to 12 percent) 

 Securing voice communications on a mobile phone remains a niche security feature 

 The majority of organisations (36 percent) feel that there is currently ‘no threat’  to 

secure voice communication on a mobile phone 
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THE MOBILE PHONE AS AN AUTHENTICATION DEVICE 

 

 

The mobile phone is a versatile device and is being used for a variety of functions. 

Its versatility and ubiquity also make it the perfect device to act as an authentication 

tool. It can send and receive telephony calls and messages, has the ability to take 

high-quality images, it is location aware and can run applications.    

GI has published a number of analyst reports investigating the market for mobile-phone 

based authentication including:  

 The mobile phone as an Authentication device; analysis and forecasts 2010-20144 

 Mobile phone biometric security; analysis and forecasts 2011-20155 

During this research GI discovered a number of significant advantages for using a mobile 

phone as an authentication tool including: 

 Substantial cost savings 

 Distribution and management efficiencies  

 Ease of use advantages 

 Deployment advantages 

Currently the technologies that are available to enable users to authenticate themselves 

using the mobile phone are: 

 Server generated One Time Password (OTP) sent to mobile phone via SMS 

 Soft token installed on a mobile phone that generates the OTP 

 Biometrics including: 

o Voice authentication (user will receive an automated challenge via a voice call 

which they accept by entering the # key or a PIN) 

                                                
4
 Published in November 2009.  See http://www.goodeintelligence.com/report-store/view/the-mobile-

phone-as-an-authentication-device for further details 
5
 Published in June 2011. See http://www.goodeintelligence.com/report-store/view/mobile-phone-

biometric-security-analysis-and-forecasts-20112015 for further details 

http://www.goodeintelligence.com/report-store/view/the-mobile-phone-as-an-authentication-device
http://www.goodeintelligence.com/report-store/view/the-mobile-phone-as-an-authentication-device
http://www.goodeintelligence.com/report-store/view/mobile-phone-biometric-security-analysis-and-forecasts-20112015
http://www.goodeintelligence.com/report-store/view/mobile-phone-biometric-security-analysis-and-forecasts-20112015
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o Fingerprint authentication (using an embedded fingerprint sensor on the 

mobile device) 

o Iris authentication (using the standard camera phone for iris recognition) 

o Facial authentication (using the standard camera phone for facial recognition) 

o Signature authentication (using the touchscreen for signature input with or 

without a stylus) 

 Mobile PKI 

 Image-based (image / pattern recognition) 

These authentication factors can be used in isolation but commonly are used as part of a 

multi-factor authentication solution that has the flexibility to offer multiple-factors for 

advanced authentication needs. 

Does your organisation currently use mobile phones (including smartphones) as an 

authentication device, e.g.  2FA OTP hardware token replacement? 

 

 
  
 
Figure 33. The mobile phone as an authenticator adoption (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
Just over one third, 
35 percent, of 
respondents 
currently use mobile 
phones as an 
authentication tool. 
 
A further 6 percent 
currently do not use 
this technology but 
are ‘planning to do 
so’. 
 
The remaining 59 
percent of 
participants are not 
using the mobile as 
an authentication 
device. 
 

 

There has been a steady rise in the adoption of the mobile phone as an authenticator within 

organisations since GI first undertook this survey in 2009 – see figure 33 below. In 2009, the 

GI survey informed us that no organisation used mobile phones for authentication purposes. 

In 2010 this had leapt to a 22 percent adoption figure with a further increase in the latest 

survey (2011) to 35 percent. 

Yes 
35% 

Not at the 
moment but 
planning to 

6% 

No 
59% 
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The percentage of organisations that have adopted the mobile phone as an 

authentication device – 2009-2011 

 

Figure 34. The mobile phone as an authenticator adoption (percentage) 2009-2011 
Source: Goode Intelligence © 2012 
 

35% The percentage of organisations that have adopted the mobile phone 
as an authentication device 

 

 

GI Opinion  

There has been significant growth in the adoption of mobile-phone based 
authentication solutions in the three-year period from 2009. GI’s own forecasts for 
this market have been vindicated by actual quantitative data collected in the 
mSecurity surveys. GI predicts that this trend will continue in the following years. 

 

  

2009
2010

2011

0% 

22% 

35% 
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If no (not deployed mobile authentication), why is this? 

 

 
 
Figure 35. Reasons why organisations have not deployed mobile authentication (%) 
Source: Goode Intelligence © 2012 

Of the 59 percent 
that say no, the 
majority of 
participants – 60 
percent – believe 
that there is ‘no 
business reason to 
deploy’ mobile 
phone 
authentication 
solutions. 
 
The remaining 40 
percent is divided 
into four reasons 
(each with 10 
percent); ‘not aware 
of the technology’, 
‘other (“token is 
easiest option”), 
‘policy forbids’, 
‘technology is not 
secure’.  

 

SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 Use of the mobile phone as an authentication device has been steadily increasing 

since 2009 with 35 percent of organisations already using the technology 

 10 percent of respondents are still unaware of the technology 

 Only 10 percent feel that the “technology is not secure” 

 Of those organisations that do not use the technology, 60 percent stated that they 

have “no business reason to deploy” it 
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MOBILE MALWARE (MM) 

 

 

2011 was a pivotal year in the history of mobile malware (MM) with a sharp increase 

in the number of reported cases of MM, especially on Google Android.  

The GI mSecurity survey questioned whether organisations that had deployed anti-

virus products on the endpoint, had experienced mobile phone viruses and if they 

were (a) aware of the threat and (b) had taken any measure to counteract that threat.  

For the sake of definition this report uses the generic term anti-virus and this term relates to 

mobile malware (MM). Most mobile anti-virus products are bundled into a mobile security 

suite that contains a variety of security features including: 

 Locate, lock and wipe (in the case of a mobile device being lost or stolen) 

 Privacy protection 

 Web browser protection (black listing against known malicious websites) 

 Data backup 

 Secure file sharing (Dropbox type functionality) 

 Ad network protection 
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MOBILE ANTI-MALWARE PRODUCTS AND SERVICES ADOPTION 

 

Does your organisation currently use endpoint mobile anti-malware products and 

services? 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
Figure 36. Endpoint mobile anti-malware products and services (percentage) 
Source: Goode Intelligence © 2012 

 
The majority of 
respondents – 59 
percent – have not 
deployed mobile anti-
malware solutions to 
the mobile endpoint. 
This figure has 
actually risen from the 
2010 figure of 52 
percent.  
 
18 percent have 
deployed mobile anti-
malware solutions to 
the endpoint. This is a 
very slight increase 
from the figure of 18 
percent figure from 
2010. 
 
It is good news for the 
anti-malware vendors 
with solutions in the 
mobile space as 23 
percent of 
organisations plan to 
deploy mobile anti-
virus solutions. 
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If not at the moment but planning to do so, when? 

Of the 23 percent of respondents that are planning to deploy mobile anti-malware, all stated 

their intent to deploy mobile security products and services during 2012. This is good news 

for the technology vendors that provide mobile security products. 

100% The percentage of organisations that are planning to adopt mobile 
anti-malware endpoint solutions during 2012 

 

Why do you not use endpoint mobile anti-malware solutions? 

 
 

  
 
Figure 37. Reason for not deploying mobile anti-malware (percentage) 
Source: Goode Intelligence © 2012 

 
 
Half of the 
respondents were 
‘not sure’ why they 
had not deployed 
mobile anti-
malware products 
to mobile devices. 
 
10 percent “feel 
that there is no 
current threat from 
mobile malware.” 
 
The remaining 40 
percent cited ‘other 
reasons’ that 
include; “lack of 
suitable solutions”, 
“cannot find a 
suitable product” 
and “finding decent 
technology that can 
actually do it 
successfully.” 
 
 

 

10% 
The percentage of organisations who do not protect their smart 
mobile devices against the threat from mobile malware and feel “that 
there is no current threat to mobile devices from mobile malware” 
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GI Opinion  

 
Even though the latest figures state that only 10 percent of respondents “feel that 
there is no current threat from mobile viruses / malware” – down from 53 percent in 
the 2010 survey – adoption rates for mobile anti-malware solutions remain low.  
40 percent of respondents stated that they have “other reasons” for not adopting and 
their reasons point to a lack of faith in the effectiveness of mobile anti-malware 
products and services.  
 
There is also the situation where some mobile platforms are not suitable for endpoint 
anti-malware solutions, notably Apple’s iOS. This is because Apple does not allow 
third-party applications access to vital components of the operating system that 
would enable the detection and prevention of mobile malware. As Apple iOS is the 
most popular mobile platform at the moment then this may explain why adoption of 
mobile anti-malware products and services is low. 
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MOBILE MALWARE INCIDENTS 

 

This section investigates actual evidence of mobile malware infecting SMDs within the 

organisations that the survey polled. This is important data as it is obtained from 

organisations directly. 

 

Has your organisation experienced a mobile malware incident? 

  
 
 
 

 
 
Figure 38. Smartphones infected by mobile malware (percentage) 
Source: Goode Intelligence © 2012 

 
There has been a 
considerable jump in 
the number of reported 
mobile malware 
incidents. In 2010 just 9 
percent of 
organisations had 
experienced mobile 
malware. The latest 
figures, 2011, show that 
24 percent of 
organisations have 
seen evidence of 
mobile malware on their 
devices. This is a 
significant increase. 
 
29 percent of 
participants stated that 
they were ‘not sure’. 
  
The remaining 47 
percent, and majority, 
of organisations 
responded with a ‘no’ 
saying that they had 
not experienced a 
mobile malware 
incident.  

 

 

 

 

 

Yes 
24% 

No 
47% 

Not Sure 
29% 



   
 
 

GI mSecurity Survey Report  61 
 

GI Opinion  

 
The GI mSecurity survey is one of few pieces of research that investigates actual 
infection rates within organisations; not just the total number of malware instances 
that have been written. 
 
Figure 38 below details that for the last two years of the GI mSecurity survey we 
have seen a steady, but slow, rise in the number of mobile malware incidents 
reported by organisations around the world. In 2010, just nine percent of participants 
had experienced a mobile malware incident on a mobile device (where an incident is 
a mobile device being infected by malware) and in 2009 this figure was seven 
percent. The latest survey indicates a significant increase in mobile malware infection 
rates with 24 percent of respondents now reporting a mobile malware incident. That 
is almost a quarter of all organisations. This increase is alarming, representing a 167 
percent increase from 2010, especially when you consider the source – not an anti-
virus or mobile security vendor but from security and IT professionals around the 
globe.  
 

 

Figure 39. Mobile Malware Incidents 2009-2011
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MOBILE MALWARE THREAT PERCEPTION 

 

Mobile malware has been a very hot topic throughout 2011 and into the first months of 2012. 

Mobile malware, in particular Android MM, has risen sharply especially from the last quarter 

of 2011 (October-December 2011). 

With this as a backdrop, GI wanted to investigate whether this publicity has impacted how 

information security and IT professionals view mobile malware – the threat perception. 

The survey investigates two things: 

 The current threat perception from mobile malware 

 The threat perception from mobile malware in two years (by the end of 2013) 

In your opinion, what is the current threat from mobile malware? 

 

  
 
Figure 40. Mobile Malware – Current threat perception (percentage) 
Source: Goode Intelligence © 2012 

 
 
13 percent of 
participants feel 
that the current 
risk from mobile 
malware is ‘very 
low’ and 31 
percent 
responded with 
‘low’. 
 
25 percent 
stated that the 
threat is currently 
‘medium’, 25 
percent believe 
that there is a 
‘high’ risk with 
only 6 percent 
saying that there 
is a ‘very high’ 
risk. 
 
 
 

 

44% The percentage of organisations who feel that the current threat from 
mobile malware will be either ‘low’ or ‘very low’ 
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How high do you feel that the threat from mobile malware will be within the next two 

years? 

 
 

 
 
  
Figure 41. Mobile Malware – Future threat perception (percentage) 
Source: Goode Intelligence © 2012 

 
 
When asked what 
the threat from 
mobile malware will 
be within the next 
two years (2011-
2013), 41 percent 
perceived the threat 
to be ‘very high’ and 
18 percent ‘high’. 
 
A total of 14 percent 
perceive the threat 
will be ‘low’ and no 
one believed the 
threat to be ‘very 
low’. 
 
 The remaining 23 
percent stated that 
the perceived threat 
will be ‘medium’ 
within the next two 
years. 

 

59% 
The percentage of organisations who feel that the threat from mobile 
malware will be either ‘high’ or ‘very high’ within the next two years 
(2011-2013) 
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GI Analysis: We can establish an accurate view of the threat-scape for mobile 

malware (MM) if we group the responses into three categories; Low (very low and 

low), medium and high (high and very high) and compare current vs. future threat 

perception. 

Figure 42 shows us that the current perception levels are low with 44 percent 

categorising the risk from MM as ‘low’. 25 percent believe that the risk is ‘medium’ 

and the remaining 31 percent feel that the risk is ‘high’. 

Figure 42. Mobile malware – current threat perception – low / medium / high 

 

Source: Goode Intelligence © 2012 

Figure 43 shows us that future perception levels change to high with 59 percent 

categorising the risk from MM as ‘high’. 23 percent (unchanged from the current 

perception levels) believe that the risk will be ‘medium’ and the remaining 18 percent 

feel that the risk will be ‘low’. 

Figure 43. Mobile malware – future threat perception – low / medium / high 

 

Source: Goode Intelligence © 2012 
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SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 The number of reported mobile malware incidents has increased substantially from 

2010-2011 with a 167 percent increase from 9 to 24 percent of respondents  

 There is still a perception that the current threat to mobile devices from malware is 

low with 44 percent believing that the current threat is either ‘low’ or ‘very low’ 

 The perception that the risk from mobile malware is low results in a relatively low 

adoption rate for anti-malware products on the mobile endpoint. 18 percent of 

organisations have deployed mobile anti-virus solutions to the endpoint. This is a 

very small increase from the 2010 figure of 17 percent 

 The respondents believe that threats to mobile devices from malware will increase 

within the next two years with 59 percent stating that the threat will either be ‘high’ 

(18 percent) or ‘very high’ (41 percent) – the key question for security vendors selling 

mobile anti-malware solutions is “Will this increased threat perception lead to an 

increase in sales of their solutions?” 

 

The key question for security vendors selling mobile anti-
malware solutions is “Will this increased threat perception 
lead to an increase in sales of their solutions?” 

 

 

Figure 44. Will the path for mobile devices be a perilous one? 

 

Source: Goode Intelligence © 2012 
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GOODE INTELLIGENCE THREAT RATING 

CURRENT (2011) THREAT RATING 

Based on the results of the GI mSecurity 2011 Survey, GI is giving a threat rating of Orange 

(Medium) for the current threat of mobile malware.  

GI has decided to rate it as medium rather than low because of these factors: 

 The majority of information security professionals and IT managers  (56 percent) that 

have been polled for this survey believe that the threat perception is either ‘medium’, 

‘high’ or ‘very high’ 

 A significant increase in the number of reported malware incidents from the 2010 

figures, 9 percent. Nearly one quarter – 24 percent – of respondents reported a 

mobile malware incident during 2011.  This equates to a 167 percent increase year-

on-year 

 

GI Security Threat Rating 2011: Orange  
 
Medium risk of mobile malware 

 

SHORT-TERM FUTURE (2011-2013) THREAT RATING 

Based on the results of our third mSecurity Survey where the perception of the threat from 

mobile malware has increased with nearly 60 percent of respondents predicting that the 

threat will be either be ‘high’ or ‘very high’; GI is giving a threat rating of red (medium-to-

high) for the short-term future risk from mobile malware. 

  

 

GI Security Threat Rating 2011-2013: Red  
 
High risk of mobile malware 
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MOBILE DEVICE ANTI-THEFT PRODUCTS AND SERVICES 

 

According to the UK’s Metropolitan Police Service, as many as 10,000 mobile 

phones are stolen every month in London.6 This is a figure that is rising; in one area 

(Islington), mobile snatching has increased by 400 percent in the 12 months from 

February 2011.7 

At the very least, smart mobile devices need to be protected by a strong PIN or 

password, or for those more security conscious mobile owners, by biometric access. 

A growing number of devices have the capability of additional protection that aids 

detection, recovery and remote data wipe in the event of a lost or stolen device. This 

can either be hard-baked into the mobile platform or delivered as part of a mobile 

security suite that includes anti-malware and privacy protection. 

Does your organisation currently use smart mobile device-based anti-theft (including 

remote wipe) products and services? 

 

 
Figure 45. Smart mobile device-based anti-theft adoption  (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
The majority – 71 
percent – of 
organisations 
currently use 
mobile device 
based anti-theft 
products and 
services. This is 
an increase from 
the 57 percent 
recorded in the 
2010 survey. 
 
The remaining 29 
percent stated 
that they had not 
deployed mobile 
device anti-theft 
products and 
services. 
 
 
 
 

 

                                                
6
 http://www.met.police.uk/crimeprevention/phone.htm 

7
 http://www.bbc.co.uk/newsround/16992837 

Yes 
71% 

No 
29% 

http://www.met.police.uk/crimeprevention/phone.htm
http://www.bbc.co.uk/newsround/16992837
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Many smart mobile device platforms have anti-theft functionality out of the box and are 

available to end-users to give them a single-platform solution to their requirements. Those 

who answered ‘yes’ to the above question were asked an additional question about whether 

they had deployed a product that is part of the standard mobile platform or from a third-party. 

Figure 46. Is the product part of the standard mobile platform, e.g. BlackBerry or Apple iOS 
remote wipe, or a third-party product? 

42 percent Mobile Platform Function 

58 percent Third-party Anti-Theft product or service 
Source: Goode Intelligence © 2012 

 

58% The percentage of organisations who have deployed a third-party anti-
theft product 

 

Those who replied that they were not adopting mobile device anti-theft products and 

services were asked an additional question about why they had not adopted the technology. 

 

Figure 47. Why have you not adopted mobile device-based anti-theft products and services? 

60 percent No business need 

20 percent Not sure 

20 percent Other (“built-in products good enough”) 
Source: Goode Intelligence © 2012 

GI Opinion  

 
This is an interesting turn-around from the 2010 survey results when over two-thirds 
of respondents – 77 percent – stated that they were using the standard mobile 
platform anti-theft function with only 23 percent using a third-party product.  
GI plans to follow up this research to understand why this change has taken place 
and if it is related to any dissatisfaction with the standard mobile anti-theft solutions, 
thereby turning to third-party products which they believe offer them additional 
benefits’ 
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Why are you using standard mobile platform anti-theft rather than a third-party 

product? 

 
 
Figure 48. Mobile platform anti-theft adoption vs. third-party products (percentage) 
Source: Goode Intelligence © 2012 

 
 
 
 
 
The majority – 57 
percent – state that 
using a standard 
mobile platform 
anti-theft solution ‘is 
adequate for our 
needs’. 
 
A further 15 percent 
state that cost is a 
prohibitive factor 
from using a third-
party product.  
 
14 percent are ‘not 
sure’ and the 
remaining 14 
percent state ‘other’ 
reasons. 
 
 
 
 

 

SUMMARY 

 

There are a number of important points to be made as a result of these findings: 

 Well over two-thirds of organisations make use of anti-theft technology to protect 

their smart mobile devices 

 There has been a shift from using built-in mobile-platform solutions to third-party 

products and services in the year from 2010-2011 with the majority, 58 percent, now 

employing third-party anti-theft solutions 

 This may be as a result of greater implementation of  multi-mobile platform strategies 

and a more unified approach to managing the risk associated with mobile devices 
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SUMMARY AND OUTLOOK 

 

The latest GI mSecurity survey report is an essential guide to mobile security trends and 

practices gathered from a wide variety of organisations around the world. Record numbers of 

participants in this survey help to ensure a full understanding of the current status of mobile 

security. The survey provides actionable intelligence for both buyers (end-users) and 

suppliers of mSecurity products and services. 

The 2011 mSecurity survey details a complex and rapidly changing landscape. In 2009, 

mobile was barely on the radar for most organisations, mobile security policy was mainly 

non-existent and trends such as BYOD were largely unknown. Now in 2012, mobile security 

is in the top three priorities for organisations – that’s for mainstream technology trends not 

just information security. Mobility is transforming both consumer and business life in a way 

that is creating new challenges for information security professionals.  

POLICY, AWARENESS AND STRATEGY 

 

The ‘soft’ information security pillars of policy, awareness and strategy are as equally as 

important as the technology that attempts to control, manage and protect smart mobile 

devices.  

The survey highlights that there have been vast improvements surrounding policy in how 

information security professionals have responded to the influx of SMDs into the workplace. 

Since GI first published the findings from the 2009 mSecurity survey there has been a 

steady increase in organisations adopting specific policy that covers SMDs and in their 

awareness of security on the SMD with 67 percent of respondents in 2011 stating that they 

cover SMDs in security policy, a rise from the 54 percent who responded likewise in the 

2009 survey. 

There still seems to be an awareness problem. The perception amongst the survey 

respondents is that current levels of mobile security awareness are poor with 72 percent 

stating that the current level awareness for mSecurity is not adequate. GI believes that a 

mind-set shift still has to take place – these are not phones but mini always-on and 

connected computers that are becoming the first screen for much of our lives.  

Organisations are well on the road to building mobility into their strategies with 57 percent of 

respondents saying that they had already developed a mobility strategy. That is very 

welcome news for the industry. The big question, however, is whether these strategies turn 

out to be effective in managing SMDs within organisations and creating a framework where 

business demands are intertwined with sound security practice. 
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TRENDS 

 

This is an era of change. IT has undergone a number of fundamental changes from the 

mainframe to the desktop and beyond. We are currently at the start of a new era in IT that 

includes increased mobility and cloud-delivered services. Intertwined with these services are 

trends such as the consumerisation of IT (CoIT) and bring your own device (BYOD).  

No one doubts the disruptive effect that Apple’s iPhone has had on mobile and IT markets. A 

sleek touch-screen device that has app-delivered information at its core has re-written the 

laws on mobility and has blown away other incumbent mobile platforms.  

The GI msecurity survey included questions on what mobile platforms were being used 

within organisations and the results make for very interesting reading. 

MOBILE PLATFORMS 

We have a new ‘king’ of the mobile platforms this year. Apple iOS has toppled RIM’s 

BlackBerry to become the dominant mobile platform within organisations around the world.  

Goode Intelligence believes that a number of factors have led to this remarkable change in 

status including the rise of the BYOD trend and Apple increasing the enterprise capability of 

iOS.  

From zero to top enterprise dog in less than five years is no mean achievement for Apple’s 

iOS platform and by toppling a mobile platform (RIM’s BlackBerry) that is perceived as 

number one for its security is a triumph in itself (it is interesting that in a separate survey 

question respondents ranked iOS slightly higher than BlackBerry as number one for 

security). Our intelligence predicts that Apple iOS will remain number one for the remainder 

of 2012 with Google Android chasing down BlackBerry to steal the number two spot by the 

end of Q1 2012.  
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Let’s not forget Microsoft; 2012 is a pivotal year for the Redmond giant with the release of 

Windows 8 across a number of platforms including desktop, laptop and tablets (and possibly 

mobile phone). Mobile is a crucial battle ground for Microsoft and GI predicts that by the 

close of 2012 Windows Phone (WP) will start to erode BlackBerry’s third spot and may even 

overtake it. 

CONSUMERISATION OF IT (COIT) AND BRING YOUR OWN DEVICE 

(BYOD) 

BYOD brings many benefits to companies and their employees alike; it is democratising 

mobility within the workplace by allowing employees that have never been issued with a 

company mobile device access to company IT resources including email. However, if these 

devices are not adequately managed and protected then there are tangible security risks to 

both the employee and the organisation.  

Two-thirds of organisations are supporting the trend of BYOD in one way or another. IT and 

Information Security functions cannot halt this movement. Instead, they need to embrace it 

and bring it out of the shadows through policy enforcement, management, and technology 

controls.  

 

Are they doing this? The answer is both yes and no, as 47 percent of organisations allow 

their users to store company data on their personally-owned mobile device and half of these 

do not protect this data by using encryption.  

The result is that there are potentially hundreds of thousands of personally-owned mobile 

devices storing company-sensitive data on them but without using adequate controls to 

protect that data. 
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MDM IS ONE SOLUTION-BUT ON ITS OWN IS IT ENOUGH? 

Mobile Device and Application Management (MDM/MAM) products go some way to resolve 

the issue of how an organisation manages BYOD and there are plenty of products to choose 

from. GI sees a rush for organisations to deploy technology that enables BYOD in a secure 

manner. 

MDM is growing: There has been an increase in the number of organisations deploying 

MDM solutions from the 2010 survey results. In 2010 35 percent of respondents answered 

‘yes’ to the question “do you manage company-owned mobile devices using a mobile device 

management product or service?”. In 2011 this figure has risen to 42 percent indicating a 

steady growth in the market for MDM products and services. 

The survey figures also indicate that during 2012, the MDM market will grow further as three-

quarters, 75 percent, of the respondents indicated that they “are planning to deploy MDM 

during 2012”. 

This is very good news but there is a general feeling that MDM may only solve some of the 

problems and that Infosecurity functions need to be thinking about beyond MDM to 

adequately support and manage multiple-mobile platforms within the workplace. Solutions 

needs adapt to manage the entire lifecycle of mobility, not just by concentrating on 

remediation after the event, e.g. locate and wipe in the event of a loss or theft. 

MOBILE MALWARE 

There has been much debate, even heated argument, in the security world on the true 

extent of mobile malware. Vendors have not done themselves any favours by predicting, 

since as early as 2004, that 20XX (where XX is any year from 2004 onwards) will be the 

‘year of mobile malware’. There have been modest rises in mobile malware numbers, and 

sometimes even slight falls, over the past five years.  
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However, 2011 has seen increases in the number of instances of mobile malware, in 

particular aimed at the Android platform. Alarmingly, through Goode Intelligence’s own 

research, we have also seen a quick monetisation of mobile malware, in particular attacks 

on the Premium Rate Services (Premium Rate SMS (PSMS) and Premium Rate Numbers 

(PRN)).  

For the first time the GI mSecurity survey has recorded a significant increase in the number 

of reported mobile malware ‘incidents’, e.g. infections, up from 9 in 2010 to 24 in 2011. This 

is a very important, and alarming, figure.   

MSECURITY PRODUCTS AND SERVICES 

 

It’s a great time to be developing mobile security products and services with increasing 

levels of adoption for solutions to the problem of managing and securing mobile devices 

within the workplace.  

The GI mSecurity survey is an important source of primary data for mSecurity product and 

service adoption levels. Three years’ worth of rich survey data can assist us to pinpoint 

important trends that are a vital tool for market intelligence and product marketing resources.  

The GI mSecurity survey includes questions on mobile data protection, mobile 

authentication, mobile voice protection and mobile anti-malware. Across all of the products 

and services surveyed a general increase in adoption levels has been noted. Some areas 

are seeing better adoption rates than others - infosecurity and IT functions are battling to 

manage and control smart mobile devices and they must put resources to areas that is 

appropriate for their business needs.  

It is no surprise that MDM solutions are seeing good adoption rates and growth. These 

solutions can meet many of the mobile security policy demands from one single solution 

including network access, authentication, mobile malware protection and data protection. 

Whether this catch-all approach is sufficient in counteracting all mobile security problems is 

questionable but MDM is certainly one tool that meets some, if not all, of the current needs. 

MOBILE AUTHENTICATION PRODUCTS AND SERVICES 

There has been a steady rise in the adoption of the mobile phone as an authenticator within 

organisations since GI first undertook this survey in 2009. In 2009, the GI survey informed us 

that no organisation used mobile phones for authentication purposes. In 2010 this had leapt 

to a 22 percent adoption figure with a further increase in the latest survey (2011) to 35 

percent.  

GI’s own research into this predicts that adoption rates will increase further over the coming 

years as more and more organisations realise the benefit that mobile device-based 

authentication services provide. 
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MOBILE VOICE PROTECTION 

Mobile voice encryption remains a niche service. However, it is a service that is growing and 

may be incorporated into mobile security suite or MDM-type solutions. In a very-crowded 

marketplace it could be a vital differentiator between products. 

The survey results show that there has been growth in the adoption of mobile phone voice 

encryption products and services with a 200 percent increase from 2010-2011 (4 percent to 

12 percent).  
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ABOUT GOODE INTELLIGENCE 

 

Goode Intelligence (GI) is a specialist provider of Information Security research, analysis and 

consultancy.  

Based in London, UK and founded in 2007, Goode Intelligence is the premier resource for 

mobile security research, analysis and consulting. 

For more information about Goode Intelligence visit www.goodeintelligence.com. 

For further information contact: Michelle Welch, Sales & Marketing Director, Goode 

Intelligence 

Tel: +44 (0)20 33564886. Email: michelle.welch@goodeintelligence.com  
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