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SECURING THE MOBILE CHANNEL 

 
This white paper from mobile security research and 
consultancy specialist, Goode Intelligence (GI) investigates 
how banks and other financial institutions are securing the 
mobile channel. There is a great opportunity for banks to 
benefit from the immediacy that smart mobile devices 
(SMDs) offer. However, there are significant risks in adopting 
these exciting new communication channels and these risks 
must be counteracted before consumers are confident in 
accepting them.  
 
This white paper compliments the GI Insight report, Mobile 
Banking Security.  
 

BANKING GOES MOBILE 

 
The rapid adoption of smart phones and tablets has not escaped 
the attention of business. Every type of organisation – from 
retailers to publishers and government departments - has 
produced their own apps for customers to download. 
 
And banks are no exception. They too have launched apps to 
allow customers the freedom to carry out the same range of 
transactions they would have previously conducted online from a 
Personal Computer (PC). 
 
The reasons are not hard to see. Banks are targeting smart 
phone owners because they represent good business, being 
generally younger or more affluent.  
 
US research predicts that around 20 percent of Americans will be 
doing mobile banking by 2015. In other words, the same people 
who want the latest gadgets – smart phones and tablets – are the 
very people the banks want as customers. 
 
This trend should be welcomed by the banks. The mobile banking 
channel allows banks to deal more effectively and more directly 
with customers, and it also has the potential to be more secure 
than traditional online banking.   
 

WHAT ARE THE RISKS? 

While the current level of threat against the mobile channel is low 
compared to traditional PC-based communication, most experts 
agree that criminals will inevitably turn their attention to mobile 
banking as its usage grows. 
 
As the mobile device becomes the number one screen for our 
daily lives it conversely becomes an increased target for 
malicious activity. Mobile devices are increasingly being attacked 
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for financial fraud and identity theft. A combination of platform 
vulnerabilities and an increased desire from hackers and 
fraudsters to attack has led to a situation where mobile devices 
are under threat. 
 
Security vendor McAfee reported that it had detected a 700 
percent increase in mobile malware from Q2 2011 to Q12012.1 
 
Banking security specialist Trusteer has uncovered evidence of 
the growing threat to mobile devices accessing banking services. 
Their CTO, Amit Klein, believes that the mobile threat is due to 
grow. Klein believes that attacks that have been crafted for online 
banking websites will start to crop up on mobile;  
 
“At the moment, banks are still testing the water. Once a critical 
mass of banks starts offering full applications and functions – 
particularly moving money out of accounts - once they do that, the 
fraudsters will take an interest and begin to create new ways of 
tricking users. Everyone is waiting for the inevitable sequence of 
events to happen.” 
 
Trusteer has also reported that one of the most insidious banking 
Trojan examples, Zeus, has been adapted to attack mobile 
devices that are being used for Two-factor Authentication (2FA). 
Zeus in the mobile (ZitMo) aims to bypass a bank-generated one-
time-password (OTP) delivered to a bank customer’s mobile 
devices using SMS text messaging. Once the attacker gets hold 
of both the OTP and the customer’s other login credentials than 
they could potentially gain access to their bank account. 
 
GI’s own data backs up the industry view that the threat to mobile 
devices is growing with data that shows an increase from 9 
percent to 24 percent of organisations reporting a mobile malware 
incident in the one year period from 2010 to 2011.2 
 
Figure 1: Mobile malware incidents 2009-2011 

 
Source: Copyright © Goode Intelligence 2012 

 
Definitions 
 
 
2FA: Two-factor 

Authentication. 
Something the user 
knows and 
something they own 
or have access to. 
 

 
ZitMo: Zeus in the 

Mobile. A variant of 
the Zeus banking 
Trojan attacking 
one-time-passwords 
delivered to bank 
customers via SMS. 

 
 
OTP: One-Time-

Password. A one-
time password is a 
password or code 
that is generated for 
only one login 
session. 

 
 
MFV/MFA: Multi-
factor Verification 
and Authentication. 
Requires a user to 
provide more than 
one form of 
identifying factor for 
identity verification 
and authentication 
purposes.  
 
 
 
 
 
 
 
 
 
 
 

                                                
1
 McAfee Threats Report: Second Quarter 2012: http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q2-2012.pdf 

2
 Taken from the Goode Intelligence report; GI mSecurity survey report, published April 2012 

http://www.mcafee.com/
http://www.mcafee.com/us/resources/reports/rp-quarterly-threat-q2-2012.pdf
http://www.goodeintelligence.com/report-store/view/gi-msecurity-2011-survey-report-premium-edition
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IS MOBILE THE SECURE WAY FOR 

BANKING? 

 
Goode Intelligence believes that the mobile banking channel has 
the potential to be more secure than traditional online banking. 
 
Why is this? One reason is that the individual device can double 
up as a security token. By registering a specific phone to the 
banking service, the authentication process can be simplified for 
the user who merely has to enter a private PIN of passcode to 
prove they are in possession of the registered phone. 
 
Furthermore, smart phones have the potential to offer stronger 
authentication. Geolocation, voice recognition, built-in cameras 
and fingerprint readers could all be used, if required, to offer 
additional layers of security when authenticating users.  
 
Most importantly, all these extra measures could be added 
without spoiling the user experience. It means that mobile 
banking can offer better security and better user convenience at 
the same time. 
 

Recommendations for secure mobile banking 

Goode Intelligence recommends that banks should follow these 
actionable steps to ensure that their customers are secure when 
banking on their mobile devices: 
 

 Use the power of the mobile phone to create an encrypted 
communication channel between user and bank 

 
o The phone’s “fingerprint” should provide one factor 

in authenticating the users (the PIN provides 
another) 

 

 Consider using the other facilities on the phone for 
stronger authentication (biometrics, geolocation) 

 

 Monitor apps stores for any rogue apps that purport to 
represent your company – and kill them quickly 

 

 Introduce a plan for updating mobile banking apps 
 

 Ensure that mobile banking apps are security tested 
 

 Integrate mobile apps with other banking channels, so that 
security lessons learned in one channel benefit the others 
 

 Educate users about system hygiene when upgrading 
their handset, and disposing of an old one 

 
Recommendations 
 
 
Good encryption 
goes some way to 
guarding 
information on 
mobile devices 

 
 
 
How do banks 
ensure that 
credentials stored 
on mobile devices 
are removed once 
the service is 
discontinued? 

 
 
History repeating 
itself – “Many of 
the issues we see 
(with mobile 
banking apps) are 
repeats of the 
problems we saw on 
client-server 
software (e.g. 
banking apps for the 
home PC) 10 to 15 
years ago.” 
 
Stephen Bonner, 
KPMG 
 
 
 
Banks must be wary 
of aggregation apps 
that allow users to 
link financial apps 
to a single view 
 
 
 
 
 
 
Beware of a siloed 
approach to mobile 
banking security 
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RELATED RESEARCH / ABOUT GOODE INTELLIGENCE 

Goode Intelligence is the leading research, analysis and consultancy organisation for the 

mobile security industry; providing services to global technology and telecommunications 

organisations.   

This white paper is an extract from the Goode Intelligence Insight Report “mobile banking 

security” which provides an insight into the current state of mobile banking security.  This 

50+ page report, the first in the Mobile Financial Services (MFS) Security series, analyses 

the importance of security for mobile banking and investigates how technology vendors and 

banks are deploying solutions to prevent fraud and identity theft. 

Other reports that have been published by Goode Intelligence include: 

The mobile phone as an authentication device 2010-2014 (Published November 2009) 

Mobile Phone Biometric Security – Analysis and Forecasts 2011-2015 (Published June 2011) 

GI mSecurity 2011 Survey Report Premium Edition (Published April 2012) 

White Paper: Two Factor Authentication Goes Mobile (Published October 2012) 

White Paper: The Case for Mobile MFV (Published October 2012) 

Planned publications from Goode Intelligence include: 

mBiometric Series – Insight Report: Mobile Fingerprint Biometrics (Planned publication October 

2012) 

Smart Mobile Identity – the next wave of mobile identity and authentication solutions 

(Planned publication December 2012)  

MFS Security Series – Insight Report: Mobile Payments Security (Planned publication January 

2013)  
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