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1
 Reported by Apple CEO Tim Cook, 11 June 2012 

INTRODUCTION TO MOBILE BANKING 

SECURITY 

 

Five years of rapid change 

 
The launch of the Apple iPhone in 2007 marked a dramatic 
change in the way we conduct our lives, access the Internet, 
socialise and carry out our day-to-day business. 
 
Before the iPhone, personal computing was done on a personal 
computer (PC), either a desktop or a laptop. Mobile phones were 
mainly used to make phones calls and send texts. Business 
people relied on their BlackBerry devices to go one better, and 
could communicate by email. 
 
Five years on, the picture has changed completely. The streets 
are full of people absorbed in their mobile devices not only 
emailing, but tweeting their every thought, seeking information on 
Google, storing their pictures on Flickr, and carrying out dozens 
of other little functions that would have been inconceivable just 
five years ago. 
 
The iPhone also heralded a resurgence in Apple’s fortunes. Then 
Google got into the operating systems business with Android, and 
with its more open approach, spawned an explosion of different 
handsets to rival Apple. 
 
Apple then went back on the offensive in September 2010 with 
the launch of the iPad, creating a whole new category of devices, 
the tablet. Android models followed on swiftly, and the tablet has 
now become the tool of choice for anyone who wants the 
functionality of a PC, but doesn’t want to carry a laptop. 
 
This turbulent five-year period has inevitably seen some 
casualties. Once dominant RIM, the maker of BlackBerry, saw its 
market share plummet, and even Microsoft began to look like an 
also-ran. Symbian, which had previously reigned supreme in 
mobile phones, was also completely blindsided by the new 
generation of devices and now appears to be in terminal decline. 
 
However, one thing is clear. Modern consumers are no longer 
satisfied with doing their computing from a desktop device, or 
even a laptop. 
 
Smart phones and tablets, with their intuitive touchscreen 
interfaces, combine ease of use with portability and functionality. 
They have cameras, WiFi connectivity, huge processing power 

 Goode 
Intelligence 
Insight Report 
 
GI’s Insight 
reports offer 
analyst insight 
from research 
extracted from 
primary sources 
including surveys, 
analyst reports, 
interviews and 
conferences. 

 
Fast Facts 
 
Apple iPhone 
launched in 2007 
transformed the 
mobile market 
 
 
Tablets 
replacing 
laptops and 
netbooks for 
information 
consumption 
 
 
Smart Mobile 
Devices (SMDs) 
have become the 
‘first screen’ 
 

 
 
 
There is an App 
for that! 
 
Apple’s App 
Store has seen 
30 billion apps 
downloaded 
across 155 
separate 
countries to Apple 
iOS devices since 
its inception in 
July 2008.
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and high-quality screens. They have also spawned the concept of 
the “app”. Consumers can download apps on the go and use 
them immediately without a second thought. The days of buying a 
CD, loading it and then configuring your application now seem 
like a distant memory, as if from the Middle Ages. 
 

Banking goes mobile 

 
The rapid adoption of smart phones and tablets has not escaped 
the attention of business. Every type of organisation – from 
retailers to publishers and government departments - has 
produced their own apps for customers to download. 
 
And banks are no exception. They too have launched apps to 
allow customers the freedom to carry out the same range of 
transactions they would have previously conducted online from a 
PC. 
 
The reasons are not hard to see. Banks are targeting smart 
phone owners because they represent good business, being 
generally younger or more affluent.  
 
US research predicts that around 20 percent of Americans will be 
doing mobile banking by 2015. “Mobile customers are the new 
‘sweet spot’ segment for the banks.  They are younger, they are 
more affluent, and buy more financial products,” wrote Rich 
Bolstridge of Akamai in a recent blog post.i  
 
In other words, the same people who want the latest gadgets – 
smart phones and tablets – are the very people the banks want 
as customers. 
 
The mobile channel will even allow banks to cut their costs. 
Mobile customers who are always online are easier to serve and 
also easier to reach with new marketing messages.  
 

What about security? 

 
Whenever a new technology bursts on to the scene, security 
considerations can sometimes be overlooked. In fact, it’s fair to 
say that security departments often have a hard time making their 
voices heard when the marketing and sales departments spot a 
new opportunity. The prospect of new business and profits can 
override inconvenient security risks. 
 
This report sets out to show what the risks are, and how banks 
and other financial institutions can adopt these exciting new 
communication channels, without exposing themselves or their 
customers to danger. Mobile devices do create new risks, but 
they can also help to make online banking considerably more 
secure.  

 Fast Facts 
 
 
 
 
 
 
 
 
“Mobile 
customers are 
the new ‘sweet 
spot’ segment 
for the banks”  
Rich Bolstridge, 
Akamai 
 
 
 
 
 
 
 
 
The mobile 
channel allows 
banks to cut 
costs 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Mobile devices 
do create risks 
but can make 
banking more 
secure 
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EXECUTIVE SUMMARY 

 
The aim of this report is to explain how financial services 
companies will need to provide an increasing range of services 
directly to the mobile devices carried by their customers, and how 
those services can be delivered without jeopardising security or 
confidentially. While mobile devices – smart phones and tablet 
computers in particular – could become a target for fraudsters, 
thieves and hackers – this report demonstrates that if services 
are well planned and designed, they can offer an even higher 
level of security than traditional online channels.  
 

Smart phones can improve banking security  

 
Adoption of mobile phones is growing at such a pace that very 
soon the whole of the world’s population will be using these 
devices. 
 
Growing use of mobile phones – and especially smart phones – 
means that bank customers will want to conduct more of their 
transactions from the devices that they carry in their pocket rather 
than being tied to a PC. 
 
This trend should be welcomed by the banks. The mobile banking 
channel allows banks to deal more effectively and directly with 
customers, and it also has the potential to be more secure than 
traditional online banking.   
 
One reason is that the individual device can double up as a 
security token. By registering the specific phone to the banking 
service, the authentication process can be simplified for the user 
who merely has to enter a private PIN or passcode to prove they 
are in possession of the registered phone. 
 
Furthermore, smart phones have the potential to offer stronger 
authentication. Geolocation, voice recognition, built-in cameras 
and fingerprint readers could all be used, if required, to offer 
additional layers of security when authenticating users.  
 
Most importantly, all these extra measures could be added 
without spoiling the user experience. It means that mobile 
banking can offer better security and better user convenience at 
the same time. 
 

 

 

 

 

 

Fast Facts 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Mobile device as 
security token 
 
 
 
 
 
Smart phones 
can offer 
stronger 
authentication 
 
 
 
 
Geolocation, 
voice 
recognition, 
built-in cameras 
and embedded 
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Multi-factor 
Authentication 
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Potential pitfalls 

 
While the current level of threat against the mobile channel is low 
compared to traditional PC-based communication, most experts 
agree that criminals will inevitably turn their attention to mobile 
banking as its usage grows. 
 
Mobile devices are increasingly being attacked for financial fraud 
and identity theft. A combination of platform vulnerabilities and an 
increased desire from hackers and fraudsters to attack has led to 
a situation where mobile devices are under threat. 

Mobile Vulnerabilities 

 
Vulnerabilities are constantly being exposed on the more popular 
mobile platforms, namely Apple iOS and Goode Android. Exploits 
are regularly announced by security researchers turning their 
attention to the latest Apple iPhone or Android device. At a Mobile 
Pwn2Own contest at the EUSecWest Conference in September 
2012, security researchers gave details of vulnerability in the 
Safari mobile browser on an iPhone 4S device. The exploit 
allowed security researchers to use a malicious webpage to send 
the iPhone 4S’ address book, browser history, photos and videos 
to a server. The vulnerability earned the security researchers 
$30,000.00 in prize money. At the same event a Samsung Galaxy 
S3 was hacked, this time using an exploit in the Near Field 
Communications (NFC) protocol.  
 
More unscrupulous members of the security community, including 
hackers, could have used either exploit for more malicious 
reasons including data and identity theft.  

Mobile malware on the rise and targeting 

banks 

 
Malware is a method in which vulnerabilities in mobile platforms 
can be exploited.  Instances of malware specifically attacking 
mobile platforms are on the rise. This is especially the case for 
Android devices where reported mobile malware has risen 
significantly in recent years. Security vendor McAfee reported that 
it had detected a 700 percent increase in mobile malware from 
Q2 2011 to Q12012.ii 
 
Mobile malware is becoming a profitable business for criminals 
and is now a part of the business model for attackers. Lookout 
Mobile Security, a specialist mobile security vendor, has detected 
two main type of mobile malware; those that defraud by attacking 
the Premium Rate SMS (PSMS), also known as ‘toll fraud, and 
spyware, where personal information is sucked from a mobile 
device without the knowledge of the owner.  

Fast Facts 
 
 
 
Criminals are 
turning their 
attention 
towards mobile 
banking 
 
 
 
 
 
 
 
 
 
The mobile 
device has 
become a 
popular target to 
attack by 
security 
researchers and 
hackers 
 
 
 
 
 
 
Fraud, data and 
identity theft 
attacks will 
happen on 
mobile 
 
 
 
 
Mobile malware 
on the rise – 700 
percent increase 
in one year 
 
 
 
 
 
Mobile malware 
is becoming 
profitable with 
attacks on PSMS 
– ‘Toll fraud’ 
 

http://eusecwest.com/
http://www.mcafee.com/
https://www.mylookout.com/
https://www.mylookout.com/
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Goode Intelligence’s own data reports an increase from 9 percent 
to 24 percent of organisations reporting a mobile malware 
incident in the one year period from 2010 to 2011. 
 
Figure 1: Mobile malware incidents 2009-2011 

 
Source: Copyright © Goode Intelligence 2012 

 

How banks need to respond 

 
This means that downloadable apps need to be crafted with the 
same care as any PC-based application. They also need to 
undergo penetration testing in their working environment, so that 
not only the app code is tested, but also the back-end systems 
with which it communicates.  
 
Banks should also monitor the app stores to ensure that criminals 
do not create rogue apps that mimic the banks’ own legitimate 
apps. 
 
By publishing apps, the banks need to adopt the processes and 
procedures of the software industry. This means they need to 
build in, from the start, the ability to update and patch the app if 
vulnerabilities are discovered. 
 
Since users tend to change their mobile phones on a regular 
basis, there needs to be user education and technical help for 
users, to assist them in clearing any personal data from the 
device when they dispose of it. 
 
Finally, banks need to integrate mobile with their other channels 
to ensure a holistic approach both for customer services and 
privacy. Mobile banking should not be seen as a separate project 
from the rest of the organisation. 

 

Fast Facts 
 
 
 
 
 
 
 
 
 
Mobile malware 
incidents 
increase from 7 
to 24 percent 
within 
organisations in 
a three-year 
period 
 
 
 
 
 
 
 
 
 

What banks 
need to do 
 
 
Treat mobile 
apps like 
desktop 
programs 
 
 
Monitor App 
stores for 
‘rogue’ apps 
 
 
 
Factor in patch 
management 
and application 
lifecycle 
development 
 
 
Integrate mobile 
with other 
banking 
channels 
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MARKET ANALYSIS 

 

Business drivers for the banks 

 
Banks learned many years ago that getting customers to manage 
their own affairs was both convenient for the customer, and 
cheaper for the bank itself.  
 
While mobile banking is still in its infancy, all the signs are that 
customers will increasingly demand it.  
 
The obvious main reason is that nearly everyone now has a 
mobile phone. It is estimated that the total number of mobile 
phone subscriptions has now topped six billion – that’s nearly 90 
percent of the world’s population. 
 
In many emerging countries, the mobile phone networks have 
grown rapidly, much faster than the landline networks. And 
around 20 percent of these consumers use their phones to 
access the Internet.   
 
Mobile web browsing is rapidly catching up with browsing over 
fixed-line connections. To take one example, Facebook revealed 
in its recent IPO statement that the company “had more than 425 
million mobile active users in December 2011”. 
 
As digital natives (those born since the Internet and the Web 
became mainstream) grow up, get mortgages and bank accounts, 
they will expect to do their banking from the device on which they 
conduct every other aspect of their lives – the mobile or smart 
phone.  
 
The trend is already well underway. In July 2010, Jeff Bezos, 
head of Amazon, declared: “In the last twelve months, customers 
around the world have ordered more than US$1 billion of 
products from Amazon using a mobile device.” 
 
Most forecasts agree that the biggest boom in mobile financial 
services (MFS) will be in the Asia Pacific region, accounting for 
half of all global MFS customers by 2015. The Middle East and 
Africa is will also expand rapidly as mobile operators drive 
initiatives to “bank the unbanked” – in other words, selling 
banking services to those who have not previously had an 
account. 
 
By 2015, around 1.2 billion people globally will be doing some 
form of mobile banking, according to most predictions. 
 

 

 

Fast Facts 
 
 
 
 
 
 
Customers will 
increasingly 
demand mobile 
banking 
 
 
There are over 
six billion mobile 
phones in the 
world – all of 
these devices 
can carry out 
mobile banking 
 
 
 
Facebook had 
more than 425 
million mobile 
active users by 
end of 2011 
 
 
 
Rise of mobile 
commerce – 
Amazon 
customers order 
US$1 billion of 
products using a 
mobile device 
 
 
 
Mobile banking- 
banking for the 
‘unbanked’ 
 
 
 
 
1.2 billion mobile 
bank customers 
by 2015 
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Convenience trumps security  

 
Given the extra investment that banks will need to make in setting 
up the new channels, and also how crucial this will be in attracting 
new younger customers, their biggest risk is that customers do 
not use the service.  
 
Above all, the mobile banking application needs to be easy to 
use. Heavy-handed security measures that spoil the user 
experience will only ensure a low uptake of the service. 
 
In the words of Marc Vael, a member of the board at ISACA, the 
standards body: “The success of any mobile banking solution will 
depend on the user using it, not on the security, not on the 
regulator, not on the bank. If the users don’t trust it, or see the 
value of being mobile, then the solution will fail.” 
 
Or as Thomas Bostrøm Jørgensen, CEO of Norwegian mobile 
authentication firm Encap expressed it: “The main commercial 
threat to mobile applications is non-adoption by customers.  You 
need as a bank to provide a stellar user experience.” 
 
Lessons learned from online banking do not necessarily translate 
into mobile banking. Traditionally, online banking has been based 
on a user name and password. Since these credentials proved 
quite easy for hackers to steal or trick users into divulging, many 
banks added a further second factor for authentication 
(something you have), which could either be a standalone 
security token or a card reader. The bank would then transmit a 
one-time passcode to the device which the user has to input in 
order to complete his or her authentication.  
 
In some cases the code will be sent by SMS to the user’s mobile 
phone, providing an out-of-band channel that the hackers should 
not be able to penetrate. This assumption proved untrue as some 
attacks have managed to hijack the SMS message channel using 
the Zeus banking Trojan (Zeus in the Mobile) to divert messages 
to the criminals. (See Technology section for more information). 
 
In the mobile world, where keyboards and screens are smaller, 
authentication has to be streamlined. Since the phone is the 
prime device for banking, it cannot be used as a “second factor” 
to receive a one-time code, and mobile users are unlikely to 
accept the need to carry an extra token to receive a one-time 
passcode which they then have to tap into their mobile.  
 

 

 

 

 

Fast Facts 
 
 
 
Heavy-handed 
security 
measures can 
spoil the mobile 
user experience  

 
 
“If the users 
don’t trust it… 
then the 
solution will 
fail.”  
 
Marc Vael, ISACA 
 
 
 
 

 Banks “need to 
provide a 
stellar user 
experience”  
 
Thomas Bostrøm 
Jørgensen, CEO, 
Encap  
 
 

Zeus in the 
Mobile 
(ZitMo)xi

: Part of 

the Zeus 
malware family 
and designed to 
steal one-time-
passwords 
(OTPs)/mTAN 
codes delivered 
to bank 
customers’ 
mobile phone 
via SMS 
 
 
 
 
 
 

 
 

https://www.isaca.org/Pages/default.aspx
http://www.encap.no/
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Ease of use is essential, but poor security is a 

“show stopper” 

 
In its recently published 2011 KPMG Mobile Payments Outlook 
KPMGiii reported on the views of nearly one thousand executives 
in primarily the financial services, technology, 
telecommunications and retail industries globally. It found that 83 
percent of the respondents believed that mobile payments will be 
mainstream within four years (by 2015). While the majority of the 
business leaders surveyed believe consumers are currently 
concerned about security and privacy when using mobile devices, 
they believe other factors are more compelling attributes of a 
successful mobile payment strategy.  
 
Factors for a successful mobile payment strategy include: 

 Convenience 

 Ease-of-use 

 Low cost 
 
However business leaders globally, view security as the main 
challenge to developing mobile payments strategies. Technology 
and adoption of the technology is a distant second, followed by 
privacy. 
  
“The business leaders understand that when it comes to 
consumers choosing a provider based on security, reputation can 
make the difference, and any damage to a business’ brand can 
prove costly, even to the extent of being a showstopper,” said 
Sanjaya Krishna, KPMG U.S. Digital Services Leader in the TCE 
practice. “As a result, leading businesses are adopting multiple 
approaches to alleviate customers’ privacy and security 
concerns.” 
  

Mobile could be more secure 

 
In many ways, the user is far more secure by banking on a mobile 
phone than on a PC. 

Less malware 

 
Although some attacks have been detected against mobile 
devices, the overwhelming majority of malware is still directed at 
Windows-based PCs. 
 
Windows provides a big target for the criminals to aim at, 
whereas the mobile world is still quite fragmented.  
 
Apple iPhones and iPads are still generally well protected (unless 
they have been jailbroken); and while the Android app 
marketplace is currently more open to malware attacks, hackers 

Fast Facts 
 
 
 
 
Mobile payments 
will be 
mainstream by 
2015  
 
KPMG Mobile 
Payments 
Outlook 
 
 
 
 
 
 
 
 
 
 
 
“Reputation can 
make the 
difference”  
 
Sanjaya Krishna, 
KPMG 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fragmentation in 
mobile world 
means that 
Windows-based 
PCs still biggest 
malware target 
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are faced with multiple variants of the Android operating system 
according to the handset it is running on. This fragmentation 
makes it harder for the criminals to get their return on investment. 
 
However, the criminals will always follow the money, and so if the 
predictions for the adoption of mobile banking services are 
realised, then the market will be an attractive one in the future. 

Personal relationship to the device 

   
Most consumers keep their mobile close to them, and soon know 
if it has been lost or stolen. In the UK, it takes an average of six 
hours to report a lost phone (it’s a day for a lost wallet).  
 
If a phone is lost, it can be disabled quickly by calling the phone 
company (although it doesn’t recover the handset). Smart phones 
can support additional security features such as “Find My Phone”  
that will help locate the handset (if the thief has not switched it 
off), and a “Remote Lock” or “Remote Wipe” can be activated to 
protect data. 
 

Continuous connection 

 
Since users have their phones permanently running, they can be 
more responsive to alerts or warnings from the banks.  
 
Mobile users also tend to check their balance more often, and 
therefore will be able to spot any anomalies more quickly. 

Multi-factor Authentication and Verification 

(MFA/MFV)  

 
Smart mobile devices are the perfect tool to enable Multi-factor 
Authentication/Verification.  
 
Smart mobile devices boast many features that are lacking in the 
standard laptop. They have cameras, support geolocation 
through GPS and 3G/4G radio networks; some have voice 
recognition (either supported natively using the in-built 
microphone or using embedded voice recognition sensors (such 
as those supplied by Sensory Inc. including Samsung’s Galaxy 
S3 smart phone); a growing proportion have fingerprint readers 
built in (Apple bought fingerprint technology company Authentec 
in July 2012 for $356m.) or can adopt fingerprint biometric 
security through sleeves (such as the Tactivo device supplied by 
Precise Biometrics).  
 
 
 

Fast Facts 
 
Criminals will 
follow the 
money and the 
money is 
moving to 
mobile 
 
 
Mobile phones 
offer better 
security than 
wallets and we 
quickly report 
them lost/stolen  
 
 
“Find My Phone” 
feature offer a 
method to track 
and locate 
stolen/lost 
mobile devices 
 
 
 
An always on 
channel to bank 
customers for 
security alerts 
and warnings 
 
 
 
 
GI Definition 
 
MFV/MFA: Multi-
factor 
Verification and 
Authentication. 
Requires a user 
to provide more 
than one form of 
identifying factor 
for identity 
verification and 
authentication 
purposes  
 
 
 
 
 
 

http://www.sensoryinc.com/
http://www.sensoryinc.com/company/pr12_05.html
http://www.sensoryinc.com/company/pr12_05.html
http://www.authentec.com/
http://www.precisebiometrics.com/Tactivo
http://www.precisebiometrics.com/
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While biometric technologies (voice, fingerprint, face recognition) 
are by no means immune to being breached, they can all be used 
to provide yet another layer of security on top of any other more 
established authentication techniques. While none are being run 
yet in mainstream applications, they are seen as offering potential 
to boost security when needed. 

HOW MFV COULD WORK IN THE FINANCIAL 

SERVICES SECTOR    

 
Financial Services – identity verification for credit card fraud 
referral 
 
Using information derived from discussions with technology 
vendors involved in the emerging mobile MFV sector, including 
PassBan, and a number of selected stakeholders – including 
representatives from the financial services and managed services 
industries – Goode Intelligence has created an example use case 
that describe how mobile-based MFV will work within the banking 
sector. 
 
Figure 2: Financial Services – identity verification for credit 
card fraud referral 

 
Source: Copyright © Goode Intelligence 2012 

 

1. In real-time at the point of sale, a credit-card issuing bank 
is notified of the potentially fraudulent use of one of its 
customer’s credit card transactions (a transaction initiated 
in a European country by a USA resident customer). 

2. At the point-of-sale, a secure message is sent to a mobile 
banking app installed on the customer’s mobile device 
querying the credit card transaction and requesting the 
bank customer to verify the authenticity of that transaction. 

 

Fast Facts 
 
Tactivo iPhone 
smart card and 
fingerprint 
sensor sleeve 
from Precise 
Biometrics 
 

 
Source: Precise Biometrics 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.passban.com/
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3. The bank customer is in fact on holiday in Europe and can 
vouch for the authenticity of that transaction. The bank 
application supports mobile-based MFV and this will 
request the user to verify their identity and to approve the 
credit card transaction. 

4. The verified customer pays for their goods. 
 
Benefits: In most cases today the banking customer would 
receive a phone call from a customer services representative.  
 
The customer would go through telephone banking identity 
verification before being allowed access to the credit card fraud 
query. This is costly for the bank and inconvenient for the 
customer.  
 
By utilising mobile-based MFV technology this onerous and costly 
banking function could be automated with enhanced user 
identification. 
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REGIONAL GUIDE 

 

Introduction 

 
The mobile phone is a global phenomenon, but the way the 
device is used varies widely around the world, especially when it 
comes to financial services.  
 
In the developing world, phones are well established as payment 
devices for those without bank accounts– for example the M-
Pesa system in Kenya serves a population of approximately 43 
million people where 60 percent of people have a mobile phone 
but only one in five has a bank account. 
 
In gadget-popular south-east Asia, mobile payments have taken 
off fast, while in the West, many of the banks have taken a more 
conservative approach. 
 
In this section, we look at a cross-section of markets and examine 
a few case studies to see how financial services companies are 
handling security as they move into the mobile space. 
 

The global rise of the mobile phone 

 
According to the International Telecommunications Union (ITU), 
mobile phone usage reached a high level of penetration in the 
developed world by the end of last year and the rest of the world 
is catching up fast. 
 
In the developed markets, virtually everyone has a mobile phone 
of some kind with penetration rates of well over one hundred 
percent in much of the western world. Mobile penetration rates 
are also climbing in the developing markets where the mobile 
phone has become the main computer for much of the 
population. 
 
According to the MobiThinking website, which co-ordinates 
statistics from multiple sources, at the end of 2011, there were 
six billion mobile subscriptions - equivalent to 87 percent of 
the world population. The figure in 2010 was 5.4 billion and 4.7 
billion in 2009, so the rate of growth is rapid. 
 
The number of mobile subscribers in the developed world has 
reached saturation point with at least one cell phone subscription 
per person (and often more than one). This means market growth 
is being driven by demand in the developing world, led by rapid 
mobile adoption in China and India, the world's most populous 
nations. 
 
The same source cites Ericsson which forecasts that mobile 
subscriptions will reach nine billion in 2017, of which five billion 
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will be mobile broadband connections. 
 
Goode Intelligence forecasts that mobile penetration will reach 90 
percent of the world population by 2016 (see table). 
 
All this adds up to one thing: the mobile phone – whether a 
simple feature phone, a smart phone or tablet – is becoming an 
increasingly important device for communicating, and more 
importantly, accessing the Internet and online services. 
 

Africa 

 
With the generally high penetration of mobile phones even in the 
least developed parts of the world, mobile devices offer financial 
institutions the means to reach customers who would not 
previously have had a bank account.  
 
In many respects, the developing world is a technology leader in 
the design and adoption of mobile banking.  
 
In most areas of Africa, there are more mobile phones than 
Personal Computers so the mobile is the primary computer for 
the majority of users in this region. Mobile payment systems such 
as M-Pesa in Kenya rely on SMS messages to transmit cash 
electronically, allowing even the most basic mobile device to be 
used. 
 
The case study on the following page details one example of how 
an African-based bank, Nedbank, is using the mobile device as a 
method to reduce financial fraud in South Africa.  
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Case study: South Africa 

 

NEDBANK WIPES OUT FRAUD 

 

 
 
South Africa has become notorious for its high level of phishing 
fraud. According to Christiaan Brand, Chief Technology Officer of 
Stellenbosch-based security company Entersekt, the four main 
local banks were recently losing around 40 million Rand (US$5 
million) per month through phishing fraud. 
 
Added to this, the country has suffered from a spate of crime 
committed by insiders at telecommunications carriers, who have 
intercepted and re-routed SMS messages sent to provide 
customers with one-time passwords (OTPs) for financial 
transactions.  
 
To make matters worse, the law tends to favour the banks over 
customers when it comes to allocating liability for any losses. If 
the bank can prove the customers’ banking credentials have been 
misused, then the customer is likely to shoulder any losses. “The 
burden of proof is on the Internet banking customer to provide 
they did nothing wrong. If the bank can prove your password was 
being used, you will be liable,” said Brand. “So this has tended to 
frighten off a lot of customers.” 
 
One of the country’s banks, Nedbank has recently introduced a 
mobile-based service to boost security – and in the last seven 
months since its introduction, the bank claims to wiped out 
computer-based crime altogether. 
 
The bank’s new Application Suite is based on technology 
provided by Entersekt, which deploys bilateral digital certificates 
to most mobile phones, thus guaranteeing secure communication 
between the user and the enterprise. The benefit is that this 
technology enables companies to provide both secure mobile and 
online access to applications. 
 
“Our priority is to not only make our clients' digital experience with 
Nedbank secure, but to empower them to do all their 
transactional banking anywhere and at any time.” 
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Asia 

 
In Asia, the increased usage of mobile phones (especially smart 
phones), coupled with wider availability of mobile broadband and 
more affordable data plans has created an ideal environment for 
banks to adopt mobile banking. 
 
According to research done by CapGemini, Asian banks are 
enhancing their IT systems to meet the needs of innovation and 
growth in remote channels. While the mature markets of Japan, 
South Korea, and Singapore excel in mobile internet banking, in 
emerging markets such as the Philippines, SMS banking and 
mobile remittances are becoming a part of personal finance.  
 
Mobile banking is on the rise in the Asia Pacific region because 
the banks see it as a way of reaching more customers, and also 
providing financial services to the “unbanked”. 
 
In South Asia, for example, mobile payments transactions have 
already reached one billion transactions per year. Worker 
remittances are expected to be a major driver behind the growth 
of mobile payments as they can provide migrant workers with an 
easy and cost-effective way of sending funds home.iv 
 
Also, by introducing mobile-based services for everyday 
transactions such as buying transport tickets, the banks can also 
reduce their costs and boost business.  
 
Asian-based banks are also looking at mobile payments as an 
important service for their customers who want transactions 
across various payment models including: 

 Business-to- consumer 

 Business-to-business 

 Consumer-to-consumer 

 Person-to-person 

 Remittances  
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USA 

 
While the UK banks have tried (so far unsuccessfully) to bring an 
end to cheques altogether, the cheque is still widely used in the 
US. 
 
However, most busy customers naturally want to avoid making a 
special visit to a bank branch or ATM just to pay in a cheque; any 
bank that can offer a means of making the deposit remotely has a 
competitive advantage. This has created the notion of remote 
deposit collection (RDC). 
 
RDC was made possible by the Check 21 Act, which came into 
force in October 2004. The Act made it possible for banks to clear 
cheques based on a scanned image of the cheque itself. They no 
longer needed to handle the paper slip itself.  
 
It meant that customers and businesses with scanners could 
takes images of cheques they received and transmit them to the 
bank electronically, thereby avoiding that special trip to the local 
bank branch.  
 
With the launch of the smart phone, with its built-in high-
resolution camera, RDC has taken on a new potential and 
broadened the range of people who could take advantage of the 
service.  
 
The trend has been given extra impetus by the United Services 
Automobile Association (USAA) an insurance and financial 
services organisation services group serving the needs of US 
armed forces.  
 
With its customers spread so far afield and often miles away from 
a suitable bank branch or ATM machine to deposit cheques, 
USAA came up with the idea of RDC using the smart phone to 
capture the image of cheques.  
 
However, RDC is not without its problems. One is a patent 
dispute between USAA and its technology partner Mitek. Mitek’s 
technology underpins many of the banks’ RDC initiatives, and the 
suit is still ongoing. There is also a danger that if a cheque image 
is transmitted unencrypted, it could be detected by a hacker and 
the account information stolen. There is also a danger that 
cheques, once scanned, could be stolen and then cashed at a 
cheque-cashing store. 
 
According to CapGeminiv, between 2009 and 2010, the number 
of banks planning an RDC solution for mobile has more than 
doubled from 35 to 83. The number of financial institutions 
piloting mobile RDC has tripled from 10 to 35, reflecting the rapid 
adoption of this technology. 
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Case study – Bank of America 

 
 

 
 
 
Bank of America offer a full range of mobile banking services to 
its customers including balance enquiry, transactions, peer-to-
peer (P2P) money transfers, Mobile Check Deposit  (RCD), bill 
payment, alerts and retail couponing. 
   
Like most banks, Bank of America is keen to reassure its 
customers that they can use its mobile banking service safely. 
 
The Bank deploys a whole range of features to help the customer 
avoid phishing and other attacks. The first layer of defence comes 
with RSA’s SiteKey product, which is intended to help the user 
determine if the bank’s website is real or a fake and to deter 
Phishing. The user sees an image and accompanying phrase that 
they have provided. If the image and phrase are not there, then 
they should abandon the site as it is probably a phishing site.  
 
If the user is signing in from an unfamiliar computer (e.g. an 
Internet café), then the bank will use one of three challenge 
questions to ensure the user is the right person and not a 
fraudster.  
 
The second layer of security is called SafePass, underpinned by 
RSA’s SecurID product, which provides a one-time passcode 
(OTP) to the user.  
 
Once the mobile phone has been registered with the system, and 
the user wishes to perform a high value transaction (such as 
transferring money or paying a bill), the user selects the Send 
SafePass Code button. 
 
The user then receives a one-time code by text message that 
must be used within 10 minutes. The correct code needs to be 
entered to compete the transaction.   
 
The bank also caters for those who either do not have a mobile 
phone, or do not have a smart phone. Those without a mobile 
phone at all can buy a SafePass card, which is the size of a credit 
card, and which can be used to generate one-time codes.  
 
Bank of America also makes use of Trusteer’s Rapport product to 
secure the user’s browser and to avoid man-in-the-browser 
attacks.  
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Europe 

UK 

 
UK retail banks are approaching mobile banking services in 
different ways. Some banks, such as Barclays and NatWest 
support a good deal of functionality through their mobile banking 
apps. In addition to balance enquiries, these two banks support 
fund transfers, bill payments, alerts, ATM locator and mobile pre-
paid telephone top-up functions.  
 
Barclays have adopted tokenless mobile phone-based 
authentication through its Mobile PINsentry feature. This soft 
token feature allows Barclays customers to emulate the card-
based PINsentry authentication solution that uses a combination 
of a card reader and a Barclays issued debit, cash or 
authentication card to generate an eight-digit OTP.  
 
However, other banks, including HSBC, are taking a more 
conservative approach to mobile banking and only offer  its 
customers access to balance enquiries and pre-paid mobile 
telephone top-up functions via its mobile banking App (Fast 
Balance). 
 
Banks such as HSBC also tend to ignore the built-in potential of 
the mobile phone to act as a security token in its own right. For 
HSBC, in terms of authentication the approach is still to rely on 
hardware OTP tokens.  

A CAUTIONARY TALE – GETCASH 

 
In June 2012, two UK banks (Royal Bank of Scotland and 
NatWest bank) introduced a mobile-based banking service called 
GetCash.  
 
GetCash allowed customers to withdraw or send cash without the 
use of a cash card. A six-digit code is sent to the phone, lasting 
three hours. The customer enters the code and can withdraw up 
to £100. 
 
The service was advertised as being mainly of use to people who 
find themselves stranded without their ATM card. Ben Green, 
head of mobile at NatWest and RBS stated "This has never been 
done anywhere in the UK and yet is a really simple and secure 
way to help our customers get cash whenever and wherever they 
need it.” vi 
 
At the time of launch, Alan Goode, Managing Director, Goode 
Intelligence was interviewed by Infosecurity Magazine to ask his 
opinion of the new service. His response was; 
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“GetCash is a great example of leveraging the mobile device to 
provide banking customers with a convenient method for 
obtaining cash from ATMs. It is also a great way of transitioning 
bank customers along the path to mobile payments – replacing 
cards and cash at ATMs and Point of Sale (POS) terminals. 
However, we must be extremely cautious in adopting new 
financial services on the mobile device, and have to weigh up the 
advantages of convenience versus security. Alarm bells ring 
when I see a code generated on a mobile device being live for up 
to three hours – especially when this code is linked to £100. My 
advice is to protect these devices with strong PINs and password, 
to investigate ways to better protect access to the device (which 
could include biometrics), and to invest in mobile security 
solutions that can locate, lock, wipe and detect the growing levels 
of financially-motivated mobile malware. And last but not least 
raise the level of awareness – these are no longer just phones 
but small computers that have become our prime device in our 
daily lives.”  
 
Goode’s concerns were unfortunately correct as in October 2012 
reports of fraud led to NatWest suspending the service “for a 
planned update”. 
 
The fraud was substantial with reports from the BBCvii that one 
victim, Tim from London, “found that fraudsters had taken 
£950.00 from his account in August using a security code 
downloaded using a NatWest app”. In this case the defrauded 
customer was not even a registered mobile banking customer 
and had not downloaded the GetCash app. 
 
A NatWest spoke person issued a statement; "We are aware of 
an increase in fraudsters targeting customers with phishing 
attacks to gain access to the GetCash service. We have currently 
disabled the GetCash service while we increase the level of 
security required. We will enable the service again once this 
change is complete. We will refund any customers who have 
suffered loss as a result of fraud via the GetCash service."viii 
 
This embarrassing story could have been prevented; security 
technology does exist to make things much more difficult for 
would-be fraudsters. In an interview with Infosecurity Magazineix, 
Pat Carroll, CEO of ValidSoft, argues that mobile-based MFA 
could have prevented this fraud happening; “The problem can be 
solved by turning the customer’s mobile phone into a two-factor 
authentication device and the technology exists today to enable 
this capability. It is now possible for any bank to protect an App 
from fraudsters by making it compulsory for customers to register 
the App to their mobile phone - the technology exists to ensure 
that the bank can rely on the fact that the genuine customer is 
using a genuine phone.” 
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Slovakia 

 

CASE STUDY: MTRUST 

 
mTrust is a relatively new service operating in Slovakia, which 
uses mobile authentication technology provided by Encap of 
Norway.  
 
The aim of mTrust is to provide an ecosystem which can be used 
by individuals and companies to sign and exchange documents 
electronically without having to go through the process of faxing 
documents or sending them through the post.   
 
The service can also be used to support electronic payments 
transfers. 
 

 
 
 
Members have to enrol initially.  Thereafter they log in with a 
username and password using standard OpenID, then go to the 
SecureZone where they are required to authenticate themselves 
using their mobile phone. The phone already has the user’s 
private key, and the user enters their own private PIN as the 
second factor. 
 
The company is in discussion with the second largest bank in 
Slovakia about using the service to provide low-level 
authentication for peer-to-peer payments. 
 
MTrust is also talking to the Slovakian Government about using 
the service to help authenticate citizens using online Government 
services.   
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Australasia 

 

New Zealand 

 

CASE STUDY: BANK OF NEW ZEALAND 

 
Bank of New Zealand (BNZ) is using Entrust to embed strong 
authentication into its new line of consumer-banking applications 
on the Apple iOS and Google Android mobile platforms.  
 
“Mobile devices are doing more and more heavy lifting in the 
digital lives of consumers — and this includes conducting highly 
sensitive financial transactions,” said online service manager Nick 
Fantham, BNZ Online, Bank of New Zealand. “By embedding the 
security credential within the mobile application, we have 
maintained a high level of security and sped up the login process 
significantly.” 
 
An Entrust customer of six years, BNZ now uses the Entrust 
IdentityGuard authentication framework and software 
development kit (SDK) to deploy soft-token authentication in its 
line of mobile applications. The OTP authentication process takes 
place instantaneously and without the need for end-user 
interaction or involvement.  
 

 
 
 
In fact, the mobile adoption is overwhelmingly successful in 
improving and enhancing customer engagement levels. Since 
launch, BNZ has seen login volumes grow by some 250 percent 
— all in a very short timeframe. 
 
In addition to the platform’s ease of use and proven 
authentication capabilities, BNZ also was drawn to maximizing 
the return on its initial Entrust IdentityGuard investment. The 
same platform BNZ deployed some six years ago has evolved 
ahead of malicious crime trends and will easily manage the 
distribution of the new soft-token technology. The framework 
enables organisations to layer security — according to access 
requirements or the risk of a given transaction — across diverse 
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users, devices and applications. 
 
While BNZ’s initial deployment includes soft tokens for mobile 
authentication, the Entrust IdentityGuard SDK also includes out-
of-band transaction verification capabilities that can be employed 
to defeat man-in-the-browser malware that targets the online 
channel.  
 
These Entrust IdentityGuard capabilities link cross-channel 
security to provide financial institutions with a simple, streamlined 
and powerful solution that can be extended across varied 
channels including mobile, online, IVR and ATMs, as required. 
 
To date, BNZ has experienced amazing success with its 
NetGuard-branded grid card solution. Deployed and managed by 
Entrust IdentityGuard, the patented technology takes the form of 
a credit card-sized authenticator consisting of numbers and 
characters in a row-column format. Upon login, BNZ customers 
are presented with a coordinate challenge and must respond with 
the information in the corresponding cells from the unique grid 
card they possess. 
 

Rest of the world 

 
Driven by the huge costs involved in undertaking infrastructural 
expansion, banks in the developing markets of Latin America and 
Africa are increasingly relying on innovative means like 
correspondent banking (using retailers as mini branches) to 
increase market penetration. 
 
The key drivers behind the enhancement of multi-channel 
technology capabilities by banks in emerging markets are: 

 Evolving customer preferences and the fact that 
customers have become more receptive to remote 
banking channels 

 The rapid pace of technology which is enabling the 
development of remote banking channels 
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COMPLIANCE AND REGULATION 

 
Compliance with the law and industry regulation is often a primary 
driver for companies to adopt secure practices.  In highly 
regulated industries, such as financial services, compliance 
governs all aspects of the business, and is already playing a 
major role in shaping the way banks introduce banking services. 
 
However, national and international regulation tends to play 
catch-up with events on the ground, as fraudsters, cyber criminals 
and hacktivists develop new ways and means of attacking banks 
and their customers. Regulation also tends to match adoption in 
different parts of the world, in accordance with local custom and 
also with the level of technological sophistication. 
 
The following provides a selective view of some different markets 
from around the world: 
 

USA 

 
In the US, the FFIEC (the Federal Financial Institutions 
Examinations Council) issued new advicex to banks last year on 
how best to secure authentication of remote users, updating its 
2005 position (Authentication in an Internet Banking Environment 
guidance, issued in October 2005). It made the point that mobile 
and online banking was on the increase and that customers are 
conducting more complex transactions online than before. 
 
The FFIEC guidance to banks is to take a risk-based approach 
that will be flexible enough to react to emerging risks, and applies 
security in line with the risks associated with different forms of 
transaction.  
 
The guidance specifically deals with authentication techniques, 
and how they may have changed in the last seven years. 

Shifting responsibilities 

 
A recent case in the US may provide some indication of how 
responsibilities for security may be shifting away from customers 
and to the financial institutions themselves. This is clearly 
important for banks introducing new online services and 
underlines the need for tight security. 
 
It concerns a Maine-based construction company, the Patco 
Construction company, which suffered considerable losses – 
more than $500,000 – when its online accounts were plundered 
by hackers, who carried out illegal wire transfers.  
 
The fraudsters made six wire transfers using the Automated 
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Clearing House (ACH) in May 2009 before the fraud was 
detected. Less than half the money was recovered leaving Patco 
facing losses of $345,000. 
 
It sued the Ocean Bank, alleging that its online security was not 
up to standard. In May 2011, the case was rejected in favour of 
the bank, but Patco managed to get the verdict reversed on 
appeal in July 2012. 
 
For Jon Callas, Chief Technology Officer at security firm Entrust, 
the case is important because it sends out a signal to banks that 
they need to take more care in securing their customers’ 
accounts. “This is very important in the US. It shows the judges 
think that banks have to work differently,” he said, adding that 
other legislators around the world are likely to take a similar 
viewpoint.  

 

Western Europe 

 
Much of the new thinking and regulation in Europe is channelled 
through the European Network and Information Security Agency 
(ENISA) which has produced a series of white papers and 
guidelines on many aspects of online security.  
 
In a paper issued recently following some targeted on-line attacks 
on high net-worth individuals’ bank accounts, the Agency advised 
banks to assume that any device being used for on-line banking 
is already infected.  
 

Conclusion 

 
It is clear that regulators in both the US and Europe are doing all 
they can to spread good practice and boost the security of their 
financial institutions. It is also clear that they expect the banks to 
assume responsibility for security, rather than expecting 
customers to protect themselves.  
 
Banks can, and indeed should, educate customers about security 
threats and provide information about self-protection. But when 
losses occur, the regulators are now more likely to put the burden 
of responsibility on the banks rather than their customers.   
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TECHNOLOGY 

 

Introduction 

 
Smart mobile devices (SMDs) provide banks not only with a way 
of engaging more with customers and reducing cost but providing 
better security –  if the correct approach is taken and the right 
technology is used.  
 
The basic challenge for any bank dealing with mobile customers 
is to ensure that it is dealing with the right person, and that 
financial transactions occur without interference from any outside 
source, such as malware or hackers. 
 
This section deals with the following types of technology: 
 

1. Authentication 
2. Smart phone app testing and security 
3. Detection of rogue apps 

 
Since bank customers stopped doing all their transactions in a 
local branch where they were known personally, banks have 
developed a whole range of processes and procedures for 
authenticating customers.  
 
Telephone banking customers complete a series of security 
questions to prove who they are. Credit and debit card users 
have to enter a PIN that only they know. Online banking 
customers traditionally rely on user name and password, 
sometimes backed up by a separate token that generates one-
time passcodes, or via an SMS message sent to their mobile 
phone. 
 
Banks have also built up sophisticated back-end systems to 
analyse the behaviour of their customers and the pattern of their 
transactions. If a customer withdraws cash from London, and 
then makes another withdrawal from Madrid minutes later, anti-
fraud systems should spot the anomaly and flag up an alert. 
 
The introduction of mobile phones for online banking is just 
another channel and marks yet another step away from personal 
branch banking. The same requirements apply; ensure the right 
person is on the line, and that the line is not in some way 
corrupted by some outside malevolent force.  
 

Dealing with the right person: Authentication 

 
In some ways, authentication is easier on mobile phones. 
Whereas some customers will use a range of PCs, including 
public machines, to carry out online banking, the mobile device is 
much more identified with the individual. On the whole, people do 
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not share their mobile phones with others.  
 
This means that many mobile technology solutions rely on 
identifying the customer by identifying the actual device they are 
using. Once the device is registered with the service, then it forms 
part of the authentication process; when the customer logs into 
the system, it checks that this is indeed the mobile phone it 
expects. 
 
The customer will also have to login using a PIN, thereby creating 
a neat and convenient form of two-factor authentication, based on 
“something you have” (the phone), and “something you know” 
(the PIN). In other words, the customer does not have to carry a 
separate token and is not required to go through user name and 
password procedures that can be cumbersome on a small 
screen-based keyboard. 
 

Multi-Factor Authentication/ Verification 

(MFA/MFV) 

 
Two-factor authentication represents the current state of the art 
for mobile banking, and is very well represented through products 
from the likes of RSA, Entrust, Encap, Entersekt, SecurEnvoy 
and many others. As such, it does a very good job in providing a 
better level of authentication than traditional username and 
passwords.    
 
But it is clear that the modern smart phone offers plenty of other 
ways of checking that users are who they say they are.  
 
Next-generation smart mobile identity solutions are currently 
being tested by some banks who see the mobile device as the 
ideal tool for authenticating banking customers. 
 
All smart phones have cameras built-in, and most have 
geolocation. Increasingly they also have fingerprint readers, face 
recognition and voice recognition built in as standard.  
 
This opens up the possibility of combining multiple factors to 
check a user’s identity, based not only on what they have and 
what they know, but also on who they are and where they are. 
 
In terms of authentication therefore, the mobile phone potentially 
offers enhanced security for banks serving their customers.  
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The threat landscape 

 
Attacks against mobile phones are still minuscule compared with 
the volume of malware directed against (primarily) Windows-
based PCs, and this generally reflects the fact that mobile 
banking is in an embryonic stage, compared to traditional online 
banking.   
 
According to Dan Shugrue, a product marketing manager for 
security firm RSA, the company has detected more than 60 
million variants of PC-based malware in the wild, of which 20 
million have been added in just the last year.  
 
By contrast, malware aimed at mobile devices can still be 
measured in the hundreds or thousands, and many of these are 
merely proof of concept code rather than serious attacks. 
 
 “We’re not seeing high levels of mobile malware,” Shugrue said. 
“But we are seeing a high uptake of mobile banking, so we’re 
trying to stay ahead of the curve. We know the flood’s coming 
and we’re trying to build the dam. The market’s still fragmented 
with four platforms vying for control, and many variants between 
operating systems, which makes it less profitable for the criminals 
to attack.”  
 
However, RSA has detected a rise in the creation of rogue apps – 
apps on app stores that purport to be legitimate, but which 
harbour some illicit code designed to steal credentials or contact 
premium rate phone numbers. RSA’s new Anti Rogue App 
Monitoring Service is designed to help companies protect 
themselves from this type of attack. 
 

MALWARE ON THE RISE 

 
However, the general consensus is that as mobile usage 
continues to soar, so the criminals will inevitably follow, and look 
for ways to exploit any weakness they find. 
 
Amit Klein, Chief Technology Officer at Israeli security firm 
Trusteer, which produces the Rapport secure browser plug-in that 
has been adopted by many major banks across the world, 
believes the mobile threat is due to grow. 
 
Initial attacks detected so far tend to be ones where the attacker 
tries to breach the SMS messages that the bank sends to its 
customers for out-of-band authentication for an online (i.e. PC-
based) transaction.  
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Klein says: “On the desktop, you go to an infected site (maybe in 
response to a phishing message). The site says that in order to 
continue with online banking you need to install a certificate on 
your mobile device. You select your mobile platform from a 
dropdown mobile – it asks for your mobile number, and sends 
you a text that lets you install the certificate. Or it sends a link for 
you to type to get into the site.” 
 
The idea here is to defraud users of regular online banking 
websites, whose banks use the mobile device as a secondary 
authentication channel. If you try to wire out money from your 
account, the bank will send you an SMS asking you to verify the 
transaction details. In this case, the message is intercepted by 
the mobile malware component, and is forwarded to the attacker 
who can then authorise the transaction himself.  
 
“We are also starting to see the approach as a standalone mobile 
malware wherein it would intercept the SMS message according 
to some keywords, and forward the message to the attacker. Or it 
may copy all messages to the attacker, which then allows the 
attacker to circumvent the two-factor authentication security”, 
Klein said. 
 
He said that attackers will mimic the apps that banks offer for 
download, and try confusing users into believing those apps are 
genuine. “That is something we will face in the near future,” he 
added “At the moment, banks are still testing the water. Once a 
critical mass of banks start offering full applications and functions 
– particularly moving money out of accounts -  once they do that, 
the fraudsters will take an interest and begin to create new ways 
of tricking users. Everyone is waiting for the inevitable sequence 
of events to happen.” 
 
He also believes that desktop malware (man in the browser) will 
be replicated on mobile platforms. “In the mobile world you need 
to have the device rooted or jailbroken in order to affect the 
browser in the device,” said Klein. 
 
Although the operating system manufacturers are aware of the 
problem, and can in some cases push fixes down to the devices 
quickly (much more effectively, in fact, than is possible with PCs), 
there will still be a window of opportunity for attackers to strike.   
 
The Apple iPhone is especially well protected unless the user has 
chosen to jailbreak their device. However, jailbreaking may take 
place without the user’s knowledge. Klein says that he has seen 
examples for both iOS and Android where remote rooting and 
remote jailbreaking have been demonstrated.   
 
“Drive-by rooting and jailbreaking is now possible. The mobile 
industry has learned from the grim history of desktop security and 
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is able to patch security holes quickly, and without a lot of user 
intervention. But remote jailbreaking has been possible for short 
periods of time.  If you get infected, then the infection may persist 
and may last beyond the fix,” said Klein.  
 

ROGUE APPS 

 
One way in which a bank’s customers could be compromised is 
by going to an app store and unwittingly downloading a rogue app 
– one that may appear to be what it claims, but actually contains 
some other malicious code.  
 
The best-known example of a rogue app was one that claimed to 
be the game Angry Birds, but which also secretly sent texts to 
premium-rate numbers, costing the user money, and racking up 
huge profits for the hackers.  
 
Experts expect more rogue apps to be created masquerading as 
genuine banking apps, but, as with the Angry Birds example, 
calling premium rate numbers, and even possibly sending back 
online credentials to the criminal. 
 
“Most of the fake apps are launched as fake games that send 
premium-rate SMS, but we’ve not seen much targeting of banking 
apps specifically, but we expect that to happen as their usage 
increases,” said Stephen Bonner, partner at KPMG.  
 
“When we saw the rise of online banking we saw the rise of man-
in-the-middle and man-in-the-browser attacks (using the Zeus 
toolkit, for example). Now the banks are trying to get ahead of the 
game to ensure the systems they deploy are both protected for 
the privacy of their customers and against organised crime and 
money transfer attacks.” 
 
The only real way to protect against rogue apps is to monitor the 
app stores to ensure others are not passing themselves off and 
abusing your brand. RSA has recently launched a new service to 
do this (see section on Technology vendors). 
 
 

Building secure apps – and keeping them 

secure 

 
It is very easy to assume that the little icon on a smart phone is a 
very simple piece of code. Certainly, for users downloading apps 
from app stores, the process of choosing and loading an 
application is designed to be as simple as possible and new apps 
are added with barely a second thought by the user. The process 
just works and the last thing any user wants is to go through any 
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complex configuration process.  
 
But apps are fully fledged on-line applications that need to be as 
well-crafted and secure as any Personal Computer-based online 
application. They are prey to all the same vulnerabilities and 
attacks that their Personal Computer-based cousins have had to 
tackle for the last few years. 
 
And yet, for many companies rushing out their first app, 
development is often done by an outside agency where security 
may well take a back seat to convenience and a funky interface. 
 
Stephen Bonner, a partner with KPMG (and a former Chief 
Information Security Officer with Barclays), has seen the problem 
at first hand. KPMG provides an application security testing 
service, and so has regular contact with applications being 
developed for many big companies, including financial services. 
“The banks take security of their apps very seriously, but we’ve 
noticed that when we get the first versions in, on average we find 
quite a few things that need fixing,” he says. “It is interesting that 
the current state of app development is not ideal.” 
 
One reason is that the new programming platforms for app 
developments are still relatively untested and few professionals 
have much experience in using them.  
 
Bonner explains: “Many organisations have not cracked how to 
produce good secure code, even in their mature well-understood 
coding environments. So put them in a brand-new environment, 
or if they outsource the coding because they don’t have the skills 
in-house, the situation gets worse.  
 
“Many of the issues we’ve found have not been the fault of the 
bank or the developers, but the fault of the libraries and toolkits 
that have been insecure.  
 
“Many of the issues we see are repeats of the problems we saw 
on client-server software (e.g. banking apps for the home PC) 10 
to 15 years ago.” 
 

Test the whole system 

 
While the app itself may be secure, it still needs to be tested in 
the context of the whole back-office environment to ensure there 
are no vulnerabilities that an attacker could exploit.  
 
Stephen Bonner said: “In some of our tests, we’ve found that 
some of the back-end infrastructure was not prepared for the 
hostile world it is attached to. It assumed that only their own apps 
could attach to it.” 
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“We’ve seen examples where the app is secure but it connects 
back to a server where the developers have assumed the 
applications will only ever communicate with the app they wrote. 
Therefore the back-office application doesn’t check for weird or 
malicious inputs. It means that an attacker could write his own 
mini-client and try to connect.  
 
“Anything an app can connect to is really Internet connected, and 
so anything out there can connect and attack it. So it’s not just the 
code on the phone that you need to test, but also the code that 
you are exposing to connections from the outside world.” 
 

How to keep apps secure 

 
App development also needs to take account of the fact that all 
software needs to be updated from time to time.  
 
Previous online banking applications have not had to consider 
this aspect because the applications were held on the server, 
where they could be easily maintained, and users access them 
from their Web browser. There is no client-side code. 
 
However, once an app has been downloaded to a smart phone, 
then the bank needs to be able to update it if necessary. “If you 
discover a horrible flaw in your app, and you haven’t built in an 
update process for the first time you released it, how do you fix 
it?” says Stephen Bonner. 
 
“The banks are suddenly becoming software publishers, and they 
face all the familiar issues associated with updates. At the very 
least, we recommend having a Kill switch in the app. If a user 
connects with the wrong version of the app, you need a means of 
deleting it. If you haven’t included it from the start, then you have 
a problem.” 
 
“If you do find a horrible flaw, you can detect it, kill it, and send a 
message to download a new version of the app. That could save 
you a lot of time and pain.”  
 

Handling high smart phone turnover 

 
Disposal of PCs is a fairly well-established process. Most people 
and organisations understand the need to wipe or even destroy 
their hard disks when they dispose of their computers. 
 
But what about smart phones? They are powerful computers in 
their own right, often containing confidential information, and user 
credentials that could be of use to a criminal.  
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And yet many users view their devices as fashion items that need 
to be regularly swapped in for the latest model, or replaced when 
the device is lost. And they generally give little thought to 
removing any of the information on the phone – and in fact, 
mobile phones make it quite difficult to remove the data, anyway. 
 
Good encryption goes some way to guarding the information on 
mobiles, as Stephen Bonner explains. “Mobile phones are easier 
to lose than a home Personal Computer. So there are higher 
requirements for good encryption. Some phones that use good 
encryption ensure that only the authorised owner of the phone 
can use the data,” he says. “But there is a high level of re-use of 
phones – people get to the end of their contract and sell it back to 
the provider for a new one. The device is refurbished and sold 
on.” 
 
Providers of banking apps therefore need to make it easy for 
users to clear their credentials from the device when they get rid 
of it. “You can reset the device to its factory defaults. But with 
forensic tools, someone might be able to access the deleted data. 
How would you know?,” says Bonner.  “Increasingly we are 
seeing the banking apps having a feature ‘Clear my data from this 
app’ built into them.”  
 
He also identifies some other problems that could be outside the 
individual bank’s control, such as aggregation apps that allow 
users to link into all their financial applications and provide a 
single view of their account holding. Many of these apps are new 
and therefore may not have good security features.  
 

Broader considerations 

 
During the interviews carried out in preparation for this paper, one 
serious barrier to success for mobile banking was repeatedly 
mentioned.  
 
This problem has nothing to do with technology, or with the level 
of threats from outside attackers, but with the way the banks 
themselves are organised.  
 
Several vendors, some management consultants and banking 
industry professionals said that many mobile banking projects 
have been set up as separate divisions within their organisations, 
and have little contact with other areas of the bank that might be 
able to help them.  
 
This siloed approach has a direct impact on the security of the 
mobile banking user. As one management consultant said, the 
credit card divisions of most banks have well-developed anti-
fraud systems that can spot anomalous behaviour or suspicious 
transactions, and are well organised to raise alerts, contact the 
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customer swiftly, and if necessary block the transaction 
altogether. However, communication between the card 
department and the team running the mobile banking project is 
often non-existent.  
 
This means that the risk-based knowledge accumulated over the 
years in the credit card business is not being properly exploited in 
the new business channel. This represents a serious lost 
opportunity, and one that could be remedied easily by a change 
of organisation within the financial institutions themselves.  
 
Marc Vael, a senior Vice President at ISACA, the training and 
professional standards body, speaks from personal experience in 
dealing with many financial institutions. “Banks have a lovely 
façade, but behind the logo a lot of the back offices run 
completely independently, often because of previous mergers 
and acquisitions,” he says. “In some organisations this split is 
amazing or even absurd. It is almost like a Little Britain cartoon 
sketch. Different departments – insurance, banking, savings, 
trading – don’t want to talk to each other, and this stops users 
getting the benefit.” 
 
However, Stephen Bonner says some banks are getting it right. 
“Most of the good banks are incorporating the same anti-fraud 
measures at the back-end around monitoring transactions, 
checking such things as when the user adds new payees,” he 
said. “It means that if you suddenly login from a new device, set 
up a new payee in Eastern Europe and send them a large chunk 
of money, that transaction would be flagged as questionable 
exactly as it would be on any channel.” 
 
That kind of integrated approach is key to long-term success, 
says Marc Vael. “In the near future the success of any banking 
institution will depend on integration in the back office,” he says. 
“Mobile banking will uncover who is the best integrated institution.  
 
As he says, the mobile phone could provide the banks with an 
opportunity to do marketing and cross-selling to customers, but 
only if they have well integrated back-office systems and good 
CRM to back it up. But if they end up with multiple apps for each 
of their divisions, then that opportunity is lost. 
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Goode Intelligence advice summary 

Based on the evidence that has been presented to Goode 
Intelligence, we believe that financial institutions should, at a 
minimum, ensure that these eight advisories be adopted when 
designing, deploying and managing mobile banking services. 
 

1. Use the power of the mobile phone to create an 
encrypted communication channel between user and 
bank. The phone’s “fingerprint” should provide one 
factor in authenticating the users (the PIN provides 
another). 

 
2. Consider using the other facilities of the phone for 

stronger authentication (biometrics, geolocation). 
 

3. Monitor apps stores for any rogue apps that purport 
to represent your company – and kill them quickly. 

 
4. Plan for updating apps. 

 
5. Get apps security tested. 

 
6. Test apps within their whole environment 

 
7. Integrate mobile apps with other banking channels, 

so that security lessons learned in one channel 
benefit the others. 

 
8. Educate users about system hygiene when 

upgrading their handset, and disposing of an old one.    
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TECHNOLOGY VENDORS AND SERVICE 

PROVIDERS 

 

Introduction 

 
The following sections introduce technology vendors and service 
providers that are active in the mobile banking security sector.  
 
These include security vendors, specialist services providers and 
mobile banking platform providers.  
 
Table 1: Mobile Banking Security Technology Vendors and 
Service Providers 
 

Name URL Solutions offered 

Encap www.encap.no  Secure authentication 

Entrust www.entrust.com  Secure authentication 

Entersekt www.entersekt.com  Secure authentication 

SecurEnvoy www.securenvoy.com  Secure authentication 

RSA www.rsa.com  Secure authentication;  

  Rogue app monitoring 

Akamai www.akamai.com  Web security  

Trusteer www.trusteer.com  Secure browser 

Monitise www.monitise.com  Mobile banking platform 

KPMG www.kpmg.com  App security testing 

 
Source: Goode Intelligence 
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Encap 

 

 
 
Norwegian software company Encap has produced a software-
based two-factor authentication solution based on a client-server 
architecture where the client is implemented on the user’s smart 
phone and communicates with the bank’s servers. The Encap 
application can sit alone or (through an API) be integrated with 
the bank’s own applications.  
 
According to company founder Thomas Bostrom Jorgensen, the 
product removes the need for separate tokens or out-of-band 
SMS messages, which in some parts of the world can be 
expensive.  
 
Users initially register via their bank’s website, and begin an 
activation process to get their mobile registered. The Encap 
application generates a code that is shown to the user inside the 
online banking application (on the Personal Computer).  
 
The user then keys the code into the mobile banking app on the 
phone. The Encap library sends that activation code back to the 
service provider’s server, which validates that it is the same code 
as the one on the screen. This proves the user is holding that 
specific phone.  
 
The mobile app, using the Encap library on the phone, asks for 
the user’s PIN code, which they then type in again. If correct, the 
Encap application generates a device fingerprint which identifies 
that specific device (based on hardware, operating system, PIN) 
– all hashed. That hash is stored on the server and that 
concludes the activation process. 
 
Thereafter, the user just fires up the mobile banking app and 
enters their PIN. The server then generates a challenge to the 
app to check if the hash is correct.  
 
Jorgensen says the application is approved by the Norwegian 
authorities as being secure enough for all types of mobile 
transactions, including making payments. 
 
Because the application sets up a secure https session with the 
bank’s server, the session can be compromised or eaves-

http://www.encap.no/
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dropped. For example, by a man-in-the-middle attack (MitM) 
when a bank customer is using a public WiFi network. 
 
He adds that because the app sets up a two-way communication 
session with the bank’s servers, it is possible to check if the 
phone has been jailbroken. “It’s usually hard for the bank to prove 
the customer has broken the T&Cs by jailbreaking their phone,” 
he says. “But Encap can detect that. We leverage the fact that the 
device is online.” 
 
The Encap solution currently runs on iOS and Android, but also 
provides support for Phonegap, the open source framework for 
mobile apps, which means that customers can use the naked API 
to develop apps for other platforms if required.  
 
He also revealed that the company will soon start working on an 
HTML5 implementation that can be used in a browser on a 
mobile phone instead of a native app. 
 
One early customer is a Nordic credit card company that also 
operates online banking.  
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Entersekt 

 

 
 
Founded in late 2008, Entersekt is based in Stellenbosch, South 
Africa. 
 
Its approach is to create a mutual SSL-based encrypted 
connection between the bank and the user’s mobile phone (which 
can be a simple feature phone or all-signing smart device) so that 
all communication between them is immune to man-in-the 
middle/browser attacks or to any interference by the 
telecommunications carrier.  
 
The mobile can then be used to carry out transaction, or can act 
as a second line of defence for people carrying out e-commerce 
transactions, withdrawing cash from an ATM, or paying by credit 
card in a shop. Before the transaction can go through, the 
systems will send an authorisation request to the user’s mobile 
telling them the amount that is due to leave their account. They 
can then authorise or reject the transaction, possibly inputting at 
the same time a passphrase to prove they are who they say they 
are. 
 
While that may sound like overkill, founder and CTO Christiaan 
Brand says it has been welcomed in South Africa by bank 
customers, due to the high level of phishing attacks and credit 
card fraud. Additionally, customers tend to be liable for any fraud 
losses so they appreciate the extra reassurance, he said. 
 
 “There have been cases where corrupt employees at mobile 
operators have redirected the messages to fraudsters”, he said. 
“The whole idea of our solution is to remove everyone from the 
transaction so that it’s just between the bank and the user. There 
is no-one in the middle who can influence the transaction.” 
 
To ensure the user is actually using the phone at the time, the 
system demands they enter a PIN or passphrase – thus fulfilling 
the two factors of authentication (something you have and 
something you know). 
 
The company has two of South Africa’s four major banks as 
customers already (Nedbank and Capitec), and has just opened 
offices in London as part of its international expansion. Brand 
said the company is also recruiting staff for a US operation.  
 

 

http://www.entersekt.com/
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Entrust 

 

 
 
Entrust offers a range of solutions covering authentication and 
transaction vetting.  
 
Headquartered in Dallas, USA, with more than 359 employees 
spanned across ten global offices serving more than 5,000 
customers. 
 
The authentication product involved a one-time passcode toolkit 
that banks can build into their systems, allowing them to deal 
directly with the user’s registered mobile device. In other words, 
the device becomes the “thing you have” in the two-factor 
authentication, while the PIN is “the thing you know”. 
 
CTO Jon Callas said: “Users don’t want to be bothered with the 
inconvenience of keying in OTPs, but they get the security of it 
anyway. It’s 2FA with an automatic second factor, because the 
intelligence of the smart phone can be used to ramp up the 
security.”  
 
Entrust’s TransactionGuard product provides a range of analysis 
tools on the back end which can be used in conjunction with the 
bank’s own analysis tools to determine what transactions need 
additional authentication. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.entrust.com/
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Monitise 

 

 
 
London-based Monitise offers a ready-made mobile payments 
platform as a service to banks, doing everything from app 
development and provisioning to the switching of messages from 
user to the bank and its payment partners.  
 
The company operates over four continents, having acquired its 
leading US competitor Clairmail in June 2012.  
 
According to strategic director Richard Johnson, Monitise has 17 
million end customers registered to 300 banks – 250 of them in 
the US; Natwest/RBS, HSBC, Co-op Bank and Lloyds in the UK; 
and is also expanding into India, Hong Kong and Indonesia. 
 
Monitise runs mainly on a software-as-a-service model, operating 
from data centres that are fully PCI-DSS compliant.  
 
As part of the service it provides user authentication, creating a 
key on the user’s handset that sets the user ID. The user then 
just has to input his or her PIN code to get into the app. “It gives a 
pretty good level of two-factor authentication. You don’t have the 
same phishing and Trojan risks you’d have on traditional Internet 
banking,” says Johnson. 
 
Johnson says that mobile phones can offer a high level of 
security, especially as they bring users into much closer control of 
their money. He says its mobile phone apps are accessed on 
average 20 times a week compared with just seven times for 
Internet banking users.  
 
 

 

 

 

 

 

 

 

 

 

 

 

http://www.monitise.com/
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RSA 

 

 
 
 
While RSA’s established SecureID token business might seem 
threatened by the development of the mobile phone as an 
authentication device in its own right, RSA still has a considerable 
role to play in the development of mobile banking. 

Beating rogue apps  

 
One of the biggest potential dangers for financial services 
companies is that criminals will create fake copies of their 
banking apps, and then trick customers into downloading the fake 
version on their smart phones.  
 
To prevent this, RSA has launched the RSA FraudAction Anti 
Rogue App Service, which monitors all the major apps stores and 
informs customers of any misuse of their brand. Companies that 
sign up to the cloud-based service will immediately be informed if 
any unofficial apps appear using their name. The service can also 
shut down the apps if required.  
 
All the major apps stores – including Google Play, iTunes App 
Store, Amazon, Windows Mobile Market, AndroidZoom, Ovi, 
BlackBerry AppWorld, Handster, GetJar – are covered by the 
service, and RSA will add others as the need arises. 

Managing transaction risks across the 

channels 

 
RSA’s Adaptive Authentication is a risk-based authentication 
product that allows financial services companies to assess the 
risk of any user transactions based on a range of factors, all of 
which can be done without any user interaction.  
 
Since its launch in 2004, the product has been installed in 8000 
institutions (including seven of the 10 largest banks in the US; 
and three of the top five banks in the UK). It is also widely 
installed in Latin America, Middle East and Asia.  
 
The product is supported by the RSA eFraudNetwork, which 
provides cybercrime detection and fraud-monitoring intelligence 
through a shared data repository of fraud profiles. The 
international online eFraudNetwork gleans data from RSA 
customers, end users, Internet service providers, RSA Antifraud 

http://www.rsa.com/
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Command Center and third-party contributors. 
 
The RSA Adaptive Authentication system uses a combination of 
device forensics and behavioural profiling, supported by 
intelligence from the RSA eFraudNetwork. 
 
It means that unusual behaviour by customers will be flagged, as 
will any other anomalies that might arise when an attack begins. 
For instance, the device forensics element will check known 
details of the device itself (operating system, browser version, 
language, time zone etc.) while the eFraudNetwork can detect 
anomalies between transactions – such as two cash withdrawals 
in two distant time zones – and immediately generate an alerts 
and block further transactions. 
 
RSA has added to the product by creating a separate risk model 
for the mobile channel. Dan Shugrue, product marketing manager 
at RSA, explains:  
 
“We know that users’ behaviour will be different from their normal 
online behaviour. We want to be as unobtrusive as possible, and 
we don’t want to block legitimate transactions – someone may 
live in one place but do their banking near their place of work.” 
 
If users access their account using a mobile browser, the product 
collects data such as browser type/version/language/ screen 
resolution/ also user agent string. 
 
It can also collect information from a bank-provided application. In 
this case, RSA provides banks with a SDK (for all four major 
platforms including RIM and Symbian) to build the RSA Adaptive 
Authentication into their app, with a minimum of work. In these 
cases, the product collects the hardware ID, the SIM ID, 
International Mobile Equipment Identifier (IMEI), GSM identifier, 
phone number, and some other factors to check the integrity of 
the device being used.  

Future additions 

 
In the next release of RSA Adaptive Authentication, geolocation 
will be added as a new factor, based on GPS, WiFi zone and cell 
tower triangulation. 
 
Biometric authentication – using both voice and visual recognition 
– are also on the product’s roadmap. “Biometrics and geolocation 
can be very effective additional layers of security,” says Shugrue. 
“There are some challenges in terms of user acceptance. Some 
users may find it ‘creepy’ to be tracked. But it will ultimately be a 
combination of the technology being good enough to keep down 
false positives; and user education being good enough to make 
them comfortable and see the benefits.  
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“The user has to be willing to turn on location-based services to 
protect their security while arguably giving up some level of 
privacy.  
 
“The biggest security threat can be in preventing customers from 
getting to the data they need. In other words, there can be a thing 
as too much security. If it is too onerous, people will look for 
workarounds, and then real security risks become exposed.” 
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SecurEnvoy 

 

 
 
SecurEnvoy specialises in providing soft tokens – a software 
equivalent to the more familiar hardware tokens issued by the 
likes of RSA and others. 
 
Headquartered in the UK, the company allows banks to download 
a virtual smartcard onto the customer’s PC or mobile phone, 
which then generates new one-time passcodes (OTP) every 30 
seconds.  
 
The OTP could be used by the customer logging onto the bank 
via a PC, or by a banking app in the mobile phone itself. When 
customers change their phone, they can manage their account on 
the bank’s website, provision their new phone, and de-provision 
the one they are disposing of.   
 
The SecurEnvoy software generates a new seed record for the 
user and drops it onto the new device. One means of doing this 
uses QR codes which the system displays on the PC screen; the 
user holds up their new phone to the screen and the registration 
is done automatically. 
 
According to Andy Kemshall, technical director and co-founder of 
the company, this approach has several major advantages for 
banks and keeps down costs and administrative effort: 
 

 Users do not have to carry a separate hardware token for 
every service they access 

 

 Solution is managed by the customer. This means that 
customers can register themselves and manage their 
identities each time they decide to upgrade or change 
their phones 

 

 SecurEnvoy charges by the number of users rather than 
by the seed records. This means that if users change their 
phone and generate new seed records, there is no extra 
charge to the bank 

 

 Customers have the flexibility to switch to SMS if, for 
instance, they are overseas and want to avoid roaming 
charges or where they may be out of mobile reception. 
OTPs can be sent to the phone and then used when 
required 

 

 

 

http://www.securenvoy.com/
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Trusteer 

 

 
 
Trusteer is best known for its Rapport secure browser product 
which has been adopted by many major banks to protect online 
banking customers.  
 
The company now also offers secure browser and malware 
scanning for both iOS and Android, as well as a transaction 
authorisation component that provides a secure alternative to 
SMS out-of-band authorisation. This is still necessary where 
banks are using the mobile phone as a second authorisation 
channel for online banking customers.  
 
Since SMS has been proved to be vulnerable to some forms of 
attack, Trusteer says it has developed a secure alternative, 
although it will divulge few details of how it works. 
 
 
 

http://www.trusteer.com/
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